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How to publish Small Business Server 2008 using a
Windows Server 2003 computer with ISA 2006 Standard

TERMS

This document and what comes with it are provided as-is with blunt warning: Use at your own risk, buyer beware. You
break your system; you own the resolution as well. We have no liability for what you do, or can't do, or fail to do with
this information. Your entire protection is to start over again with a protected backup, or from protected system. If you
don’t want to accept this idea, please don't use this document.

DISTRIBUTION AND DUPLICATION GUIDELINES

This document is not free.

If you received this document from any other source than Smallbizserver.Net, please contact us to become a
subscription member. Smallbizserver.Net Tech Docs are licensed per technician.

Smallbizserver.Net understands your need to protect your investment in the tools and documentation provided
in your Smallbizserver.Net Tech Docs. We consider it fair and reasonable use for you to make as many backup
copies of any of these items as is necessary to protect yourself from loss or damage. We also understand that
you may wish to maintain multiple copies for the purpose of keeping references and tools in more than one
location you can work from in the course of a project, or on more than one device, or for continuing use. We
expect at all times that you would have the thought in mind that each copy you make is either for a backup to
protect against loss, or a copy you have made to facilitate your active work process, but for no other reasons.
Leaving copies for others to use is not a permitted use.

You may not place any hard copy or electronic copy of any portion of a Smallbizserver.Net Tech Docs
documentation or tool (or tool code) in a location that provides anonymous access.

You may not store or locate the Smallbizserver.Net Tech Docs tools or documents in a manner which
encourages, or permits violation of the license agreement or copyright such as with file swapping technologies.
Under no circumstances are you permitted to abstract portions of this document and share them with anyone
else, without obtaining specific and written authorization from Smallbizserver.Net for that purpose, and on that
occasion, such as for a periodical review. This means that posting sections of documentation to the Internet or
public network, or a chat room, or a private network are all examples in violation of our license and copyrights
because they do not represent a backup or reasonable use.
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For this article I will assume you have followed the steps in "How to publish Small Business Server 2008 using a
Windows Server 2003 computer with ISA 2006 Standard Edition - part 1".

Your ISA Server will have two NIC's

= Internal 192.168.80.10 / 255.255.255.0

= External 192.168.178.10 / 255.255.255.0

Your SBS Server will have the IP address 192.168.80.5 /
255.255.255.0. Your internet Router will have the internal
IP address 192.168.178.1 / 255.255.255.0. You will have
run the ‘Setup your Internet Address’ wizard using the
default ‘remote.domain.com’ (where domain.com is your

Switch

public domain name). You will have a public DNS record
setup for ‘remote.domain.com’ pointing to the external IP (WAN IP address) of your Internet Router.
This article has the following chapters:

Enabling Change Tracking for ISA Server

Creating a Backup of the ISA Server Configuration

Allowing HTTP/HTTPS Access to your internal clients.

Allowing FTP Access to your Internal Clients

Allowing Sending SMTP Email & Publishing SMTP Server

Creating a Web Listener for Web Publishing

Creating a Web Listener for CompanyWeb Publishing

Creating a Web Publishing Rule For Microsoft Exchange Server 2007 Outlook Web Access
Creating a Web Publishing Rule For Microsoft Exchange Server 2007 Outlook Anywhere (Outlook RPC /HTTPS)
Creating a Web Publishing Rule For Microsoft Exchange Server 2007 Active sync

Creating a Web Publishing Rule For Remote Web Workplace

Creating a Web Publishing Rule For Remote Web Workplace RPC Traffic

Creating a Web Publishing Rule For CompanyWeb

Configuring URL Redirection for Remote Web Workplace and CompanyWeb
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Enabling Change Tracking for ISA Server

Change tracking is a great new feature for ISA 2006, it allows you to enter a comment every time you apply hew
changes to the ISA Server Firewall policy. If used correctly this can be a great help when troubleshooting, or simply to

provide a log of the changes you have made along the way.

1. To enable change tracking, open ISA Server Management.

(Y

My Documents

| 2

Recyds Bin

0'5{?)@ 4:39PM
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2. Go to the Monitoring component. This should open the Dashboard tab. Click on the tab named Change
Tracking. Click Configure Change Tracking
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Change Tracking
Change tradking records all changes that are made to the ISA Server configuration,

To enable and configure change tracdking, on the task pane, dick Configure Change Jradang.
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3. Tick the Box to enable change tracking, and set a value for the number of entries you want to see, the default
is 1000. Leave the box to prompt for a change description checked. Click Ok. Click Apply to save your changes.
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4. Click Apply.
B Microsoft Internet Security and Acceleration Server 2006
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Change Tracking
Change tradang records all changes that are made to the ISA Server configuration.
To enable and configure dhange tracking, on the task pane, dick Configure Change Tracking.,
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5. You will be prompted to enter a description about your changes — Enter * Enabled Change Tracking’. You may
notice the ‘Export’ button. Clicking this will allow you to export your Firewall Configuration before the change is

applied, this is great for rolling back a change which had adverse effects to your system. We will go through
ISA Server backup in the next section.
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Enabled Change Tracking
Export... You can dick Export to back up the entire configuration
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T | |

o | |
J
& start| @ |5 Microsoft Internet Se...

|
ols&@ 4:44 PM
Page 5 of 127



6. Click OK
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Creating a Backup of the ISA Server Configuration

Backing up your ISA Server configuration periodically is a very good idea, backing it up before you make any changes
is, I think, a best practice. How many times have you made a change to something, only to realize the situation is now
worse? It always seems to happen at the most inconvenient times and you can bet your life you can never find your
notes (you have notes right?) on how to set things correctly. Fortunately we can backup and restore the ISA Server
config in @ matter of seconds hopefully to avoid any situations like this.

1. From ISA Server Management, Right click your server name and click Export (Backup)

B ool nteret ecurky omd Acccerationserver 2006 T
He fdon Yew teb ]
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2 Export (Back Up
)y Import (Restore)
= 4 ¢ Disconnect Getting Started
=
©  Properties
€ e,  Getting Started with ISA Server 2006
“ Yew » .& > Follow these steps to set up your ISA Server networks and protect the computers in these
[ 3‘) networks while allowing traffic to flow between them,
§ 1t S
Before you begn, read about securing your 1SA Sérver computes
@ Define Your ISA Server Network Configuration
Select a predefined network template to create your ISA Server network layout and apply
default policy rules, Use network nues to speafy NAT or route relationships between your ISA
Server networks.
¥ | View and Create Firewall Policy Rules
Create rues defining how ISA Server allows seare access to Internet sites, corporate e-mad,
network servers, services and websites inside and outside your corporate network. Use the
system policy editor to define how ISA Server enables the infrastructure necessary to manage
network security and connectivity. Read about system polcy.. pil
Define How ISA Server Caches Web Content
Define a cache drive and then accelerate Web performance by specifying how Web content is
downloaded to the cache and how often objects in the cache are updated.
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2. This will start the Export Wizard, Click Next.
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Define How ISA Server Caches Web Content
.

Define a cache drive and then accelerate Web performance by specifying how Web content is
downloaded to the cache and how often objects in the cache are updated,
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3. Check the boxes to Export Confidential Information and enter a password to encrypt the backup file. Also check

the box to export user permission settings. Then click next.
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net Security and Acceleration Server 2006

The next page asks you for a path to export your backup to. You can click browse to find the folder you wish to
place your backups in. On some occasions you might want to use removable media in case of hardware failure.
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5. Find your location and enter a descriptive name for the backup file. I am calling my file ‘First Backup 190209-
1153am’ as it is the first backup I have done, it is the 19th of February 2009 at 11:53 am. Click Open when you
have entered your file name. You are taken back to the Export file location page, and the path information is

now filled in. Click next.

SMALLBIZSENNEr
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6. You can review your export settings and click Finish to export your configuration. Click OK when the export has

finished to be returned to ISA Management.
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Define How ISA Server Caches Web Content
.

Define a cache drive and then accelerate Web performance by specifying how Web content is
downloaded to the cache and how often objects in the cache are updated.
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The restore procedure has two options. Import or Overwrite. You will need to decide for yourself at the time, whether
the situation requires an import or overwrite. The import function can also be used to import specific objects that you
may have exported from ISA server, Such as rules, web listeners or address ranges. That is beyond the scope of this
article more information can be found on technet.

1. To restore your ISA Config:Right click your server name and click ‘Import (Restore)’. This starts the Import
Wizard. Click Next.

B Microsoft Internet Security and Acceleration Server 2006
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——— Getting Started with ISA Server 2006
“3 A View Follow these steps to set up your ISA Server networks and protect the computers in these
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Before you begn, read about securing your ISA Sérver computer,

Define Your ISA Server Network Configuration

Select a predefined network template to geate your ISA Server network layout and apply
default policy rules, Use network rues to spedify NAT or route relationships batween your ISA H
Server networks.

View and Create Firewall Policy Rules

Create rues defining how ISA Server allows seare access to Internet sites, corporate e-mad,
network servers, services and websites inside and outside your corporate network. Use the
system policy editor to define how ISA Server enables the infrastructure necessary to manage
network security and connectivity. Read about system polcy..

Define How ISA Server Caches Web Content
>

Define a cache drive and then accelerate Web performance by specifying how Web content is
downloaded to the cache and how often objects in the cache are updated,
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This wizard helps you impoet data from an exported XML
configuration f2 into an existing configuration.
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network servers, services and websites inside and outside your corporate network. Use the
system policy editor to define how ISA Server enables the infrastructure necessary to manage
network security and connectivity. Read about system polcy..

Define How ISA Server Caches Web Content
.

Define a cache drive and then accelerate Web performance by specifying how Web content is
downloaded to the cache and how often objects in the cache are updated.
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2. Click Browse to find your backup file. (usually it will default to the location of your last backup)
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Define How ISA Server Caches Web Content
-

Define a cache drive and then accelerate Web performance by specifying how Web content is
downloaded to the cache and how often objects in the cache are updated.
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3. Select your file and click Open.
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4. You are then returned to the Select import file page and the path information is filled in. Click Next.
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5. You are then asked to choose, Import or Overwrite (restore) Choose Overwrite. Click Next.
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.LL—' .!J "‘ Confinurs VDN Arcpcc ;l
f |

6|2 @ sz

6. Check both boxes to import Server specific information and user permissions. Click Next.
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Define How ISA Server Caches Web Content

Define a cache drive and then accelerate Web performance by specifying how Web content is
downloaded to the cache and how often objects in the cache are updated,
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7. Enter your password and click Next
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< l Next > I Cancel your corporate network. Use the
Sack l infrastructure necessary to manage
BTN SETTITTY SO ToeY BT Sy T RNC Y.
Define How ISA Server Caches Web Content
.
Define a cache drive and then accelerate Web performance by specifying how Web content is
downloaded to the cache and how often objects in the cache are updated.
_‘.I—.' _’_l ﬂ- Confinurs VDN Arcpcc _'.J

|
l!sun| @

8. Review your import settings and click Finish to import your configuration. You will see a warning, explaining

IBWMS&.

you are about to overwrite your firewall policy, click OK.

B M rosoft Internet Security and Aurlrmhmt Server 2006

f |

2B sum

Ffe  Action

Yew teb

S A I 1 |

m

4"‘”

Completing the Import Wizard
&
2006 You have successfully completed the Impoet Wizard. You
specfied the following settings:
Import from File:
C \Do(umer!s and Settings\Mariette\Deskzop|First €

Rmke existing configuration
Qplions:
User Permissions, Cache drives and SSL certificates

o8

o

< |

To close the wizard, chok Finish,

i

Xl

isaserver2006
LO i
6
|d protect the computers in these
prputes.
n
Berver network layout and apply

pute relationships batween your ISA

B to Internet sites, corporate -mad,
your corporate network. Use the
infrastructure necessary to manage

e

TR O SO Ty STy T OOOUT S ST D

Define How ISA Server Caches Web Content

cY..

Define a cache drive and then accelerate Web performance by specifying how Web content is
downloaded to the cache and how often objects in the cache are updated,

2| A

Confinurs VPN Arcpcc

=
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Completing the Import Wizard

M«Mmu You have suc
spechied

cesshully completed the Impoet Wizard. You
the Following settings:

saserver2006

8%
-
ol =
' The imported configuration wil the existing config Any Rems or objects |d protact the computers in these
34 in the current configuration that are not inchuded in the imported file wil be remaved,
i Do you still want to import the configuration? pmputes.
ok )| coxe | e
— ol b
pute relationships between your ISA
To closa the wizard, chek Finish,
B to Internet sites, corporate e-mad,
< Back I Finish l Cancel | your corporate network. Use the

infrastructure necessary to manage

Y.

TETOrE SETOITTY STy BT S T

Define How ISA Server Caches Web Content

_’_l ﬂ- Confinurs VPN Arcpcc

o |

Define a cache drive and then accelerate Web performance by specfying how Web content is
downloaded to the cache and how often objects in the cache are updated.

3
|

|
& start| @ |5 Microsoft Internet Se...

When the import is finished click OK to be returned to ISA M

have been saved.

B Microsolt Internet Security and Acceleration Server 2006

6|28 st

anagement, You will then need to click Apply to
save your newly restored firewall policy. Enter a Change Description and click Apply. Click Ok when the changes

‘?:j,_"g : Completing the Import Wizard
i l. '
4 Intemet &
= m&&«m You have successfully completed the Impoet Wizard. You
- ;_ specfied the following settings:

saserver2006

bo

brotect the computers in these

puter.

rk layout and apply

To close the wizard, chok Finish,

pute relationships batween your ISA

b to Internet sites, corporate e-mad,
your corporate network. Use the
infrastructure necessary to manage

2 1A

o

Confinurs VPN Arcpcc

<pack [ Fosh | concel |

Define How ISA Server Caches Web Content

Define a cache drive and then accelerate Web performance by specifying how Web content is
downloaded to the cache and how often objects in the cache are updated,

PRCY..

|3 Microsoft Internet Se...

|
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B Microsoft Internet Security and Acceleration Server 2006

Efe Action Yew Help.
I oK

| Microsoft Internet Security and Acc Micouf
BRE)icoserver2006 | IntemetSecunty&

er2006
] Monitoring {\cceleranon Setver 2006 SRRETIeY
T2 Frewal Poky Seancant EGDon
a ;Z"u: P';ﬁww“m _!5 Myl Discard I To save changes and update the configuration, dick Apply.
< Networks prr————
& oo [/ Getting started g
“2 Add-ins =
[} General =
§ Troubleshooting Getting Started with ISA Server 2006

Follow these steps to set up your ISA Server networks and protect the computers in these
networks while allowing traffic to flow between them.,

Before you bagn, read about secunng your 1SA Server computer

Define Your ISA Server Network Configuration A
Select a predefined network template to create your ISA Server network layout and apply H

default policy rules, Use network rules to spedify NAT or route relationships between your ISA
Server networks.

View and Create Firewall Policy Rules

Create rules defining how ISA Server allows secure access to Internet sites, corporate e-mad,
network servers, services and websites nside and outside your corporate network, Use the
system polcy editor to define how ISA Server enables the infrastructure necessary to manage
network sacurity and connectivity, Read about system policy...

Define How ISA Server Caches Web Content
‘I ' _’_l Dehaudedwewdthmxcduamw&wfunmbywmmw&mmu :l
e -

B T e o

|
& stort| & |5 Microsoft Internet Se... 0]5%@ 505 M

B Microsolt Internet Security .md_ _A_gv_—lc;_v@»_xy_t}sqgvgt_l(_)& 2 .|l| XI
Ele Action Yew Hep
= BE 2
=] McvosoitmmSeartyandA:(
= g isaserver2006 aserer 008
5] Monitoring
4 Firewsl Policy
£ ;zm: &:f"""“k‘m " Discard | To save changes nd update the configuraton, ik Apply.
A Networks Conliguration Change Description xl
Cache 3 Ao
'3’ ey Type a description for the apphed changes. The dascription is dsplayed in the changs q entry. =
() General =
¥ Troubleshooting  Change description:
T am very happy I was able to restore my ISA 2006 Server becausell made some realy stupid brs in these
mistakas|
Export... You can dick Export to back up the entire configuration 5
before applyng the changes. and apply
yeeen your ISA
# o | View and Create Firewall Policy Rules
Create rules defining how ISA Server allows secure access to Internet sites, corporate e-mad, T
network servers, services and websites nside and outside your corporate network, Use the
system polcy editor to define how ISA Server enables the infrastructure necessary to manage
network security and connectivity, Read about system policy...
Define How ISA Server Caches Web Content
4 | | mammmmmamwambywmmw&mw\u |
B T L T L e )

oone |
& stort| & |5 Microsoft Internet Se... 0]5&,@ 5:06 P
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B Microsolt Internet Security and Acceleration Server 2006

Ele  Acion Yew Hep

e OB R

= (g isaserver2006
1] Monitoring

e T ——

() Microsoft Internet Sequrity and Acc Moot
Iny

isaserver2006

@ Changes to the configuration were successfully sppled. [_&_l

e

brs in these
Changes spphed to the configuration do not impact existing chent
connections.
1 ) The VPN configuration wil be appled & has been affected by your
changes. This may take several minutes,
and apply
Change description: peeen your ISA H
1 am very happy I was able to restore my 1SA 2006 Server because I made some realy stupsd
imistakes!

smmmm*ﬁnhwmmmmmumemymw
network sacurity and connectivity, Read about system policy

Define How ISA Server Caches Web Content
L' mhammwﬁenxodaamwebmbywmmw&mmw 1‘

Arsrmdo o b Mo omdom ok biins m B L TR uY

|

Q!stut| @ |5 Microsoft Internet Se... 0!5%@ 507 M
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Allowing HTTP/HTTPS Access to your internal clients.

So we have configured ISA Server to allow our SBS Server to query external DNS Servers, and access the websites
configured in the’ system policy allowed sites’ domain name set (part 1 of this guide). No one else can access the
internet so lets setup a rule to allow HTTP and HTTP access.

1. From ISA Management, Right click the Firewall Policy and click New > Access Rule.

B Microsoft Internet Security and Acceleration Server 2006
Ele  Action Yiew Help
Ll ol ARENIOICN |
Firewall Policy
=% Confiquratior . Export.
. Networks [mooet, ., | Name | Action | Protocols | Fromjustener  |To
M Cache  Egt system Polcy... | 585 Server Web ... () Allow Ul nre M sbs2008server (@) External
DA —M—m———— II* s
3 Geners [ IESINN]  xchonoe Web Clet Access Pubishing Rule. _
¥ Trowbleshoot — T Med Server Publshing Rue... M sbs2008server @ External
SharePoint Ske Publishing Rule... Traffic <%, All Networks (... <%, All Networks 1
T Non-Web Server Protocol Publishing Rule
4] | |l | o
[Creates a new tem in this container, f |
& start| @ |5 Microsoft Internet Se... 0|2 @ susam

Page 20 of 127



In the New Access Rule Wizard, Enter a Name for your Rule. I will call my rule ‘SBS Internet Access Rule'.

B ricrosolt Internet Security and Acceleration Server 2006 =18] x|
He acion Yew teb !
erO@B@ A0S . |
BT e acces e waod
1<} '-a isaserver2()
& Monkor Welcome to the New Access Rule
il Wizard
3 Cort], At et
=155 Configu 2006
A Net This wizaid helps you create a new access nde. Access From | Listener To
< rule: defne the action that ic taken, and the peotocols that =
B Cac may be used, when specified clients frofm one netwerk M sbs2008server @ External
“3 Adc 2teropt to access spechc destinabions o content on
[ Ger another network.
§ Trouble M sbs2008server @ External
- %, All Networks (... <%, All Networks 1

Access nde name;

ISBS Irtemet Access Ruld

To contirue. chok Nexdt:

ek Newt> Cancel

4 | Kl | |
| | I
dstort| & |5 Microsoft Internet Se... 6|2 @ on6am

3. In SBS 2003, this rule allowed outbound access to any defined protocol (all outbound protocols) but with this
rule we will just allow HTTP and HTTPS. Set the Rule to Allow and click Next.
= M»cm?n}ll lnlcjv'plgl \'Tl:ll"}_yj!"g f\_f(_cllcivibgc_lvs_gr_v_cr 20%_ .,Iﬂ_x_l
Ble Action Yiew belp
e- 0@ RE 4003 -
BT Ao rewaord Y
7] Moritor Rule Action
Z Firowal Select how chent requests for cortent from the specified destinabon are deakt with
1’} Vitual§ f the condhons spectied in the rde are mat.
=55 Configu
<5 Net  Ackion o take when fule condiions are met From jUstener | To
Bx & o W sbs2008server (@) External
2 Ade Al
o T Dery
B Ger
§ Trouble H sbs2008server @ External
<%, All Networks (... <%, All Networks 1
< Back Next > Cancel
4 | Kl | |
| |
& start| @ |5 Microsoft Internet Se... 6|2 @ o6
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4. On the Protocols page, click Add.

B Microsolt Internet Security and Acceleration Server 2006

Efe Action Yiew Help
e OB @@ 2 DS
BRI e accens e waard
17 Moeitor Protocols
jm Select the protocols this e apples to.
'_,\Vnuds
R From J Listener Tt
< Net . 0
2 Cac Lhie e dcpfs b M bs2008server (@) External
“2 Adc ISebdedptotocolt ;I
() cer
§ Trouble Erotocots M sbs2008server @ External
(LB b tnetworks ... 2 A Networks:
A _ |
Bemove I
|
<Bock | Mew> | Conca |
4 | Kl | |
| | |

5. Expand Web, and select HTTP. Click Add.

B Microsolt Internet Security and Acceleration Server 2006

0]’%@} 9:19 AM

Ele Action Yew Hep.
e OB RE| 2D .S
B F I (R o Ul New Access Rule Wizard ll
17 Moeitor Protocols
j Frewal Select the protocols this e apples to. -
5 s El
g Protocols:
e ot is rude apphes to:
Qb(“ o I&M v EdR... Delete Ernal
“3 Ade | Selected protocols
[ Ger
§ Trouble | Crolocok: o
USHTTP i
< Back
@ (3 Authenticaticn
#] 3 Server Protocols
@ AlProtocols
Add Close: l
4 | Kl |
| | I
dstort| @ |5 Microsoft Internet Se... [T HB soam
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6. Then select HTTPS. Click Add. Then Click Close. The two protocols are now displayed in the list, click Next.

L] Microsoft Internet Security and Acceleration Server 2006

Efe Action Yew Hep
e~ |OERE 4003
(5 Pt v O T )
8 -.a isaserver20
7 Moritor Protocols
2 Select the protocols this rule apples to.
= s x
=55 Configu :
=Sn ot is rude apphes to: :
'b(ac Is':wlod [uew v ER... Delete krnal
Sg I Bk % (3 Common Protocols
¥ Trouble Brotocols: # 3 Infrastructure kerval
" UJHTTR & (3 Mal i
< Back
# 3 Server Protocols
@ AlProtocols
4 | Kl |
| | I

7. On the Access Rule Sources page, click Add.

B Microsoft Internet Security and Acceleration Server 2006
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Ele Action Yiew Help.
Rl - A IENICION
B PR (ST New Access Rule Wizard :5‘
= 7] Moritor Access Rule Sources
_jm Thiz nule will apply to traffic cnginating fom the sources speched in this page.
2 Virtual§
235 Configu
et Thi ke appbes o alfic Homthese sousces frocufeetete 1o
f?; M bs2008server (@ External
[ Ger
§ Trouble M sbs2008server @ External
% All Natworks (... <%, All Networks 1
<Bock [ New> | Conca |
4 | Kl | |
| |

Page 23 of 127

|
0]5&@ 9:21 AM



SMALLBIZSENNEr

8. Expand Networks. Select the Internal Network. Click Add. Then click Close.

B Microsolt Internet Security and Acceleration Server 2006

Ele Action Yew Heb
e OB RE| 2| DS
5 ot ot T
< ] Morkor  Access Rule Sources Firewall Policy
jm This rule will apply to taffic coginating fom the sources speched in this page.
'_,\ Virtual ¥
Add Net k Entit X
== Net - This nde apphes to traffic from these sources: (add Network Entiies |
& cx K entiies:
3 Ade d
0 cer |new - Edk... Deere
¥ Trouble B L Networks
@ External ks 1
B [ sl
w5 Local Host
<5 Quarantined YPN Chents
=) VPN Clents
& [ Network Sets
# [ Computers
_J Address Ranges
[ Subnets
# 3 Computer Sets
< Back Next>
¥
4 | Kl |

dstort| & |5 Microsoft Internet Se... 6|2 sz

9. The Internal network object is displayed in the list, Click Next.

B Microsolt Internet Security and Acceleration Server 2006

Fle Action Yew Help
e~ @@ EREH A0S

BT e access mote wird
17 Moeitor Access Rule Sources
jﬁowd Thiz nule will apply to traffic cnginating fom the sources speched in this page.
220 Virtual
Q;'c‘: This e apphes to tiafc from these sources: ;"“ Listsner :
3 Ade o Inteenal | Add. |
[ Ger

- Trouble L_l 4 sbs2n08server @) External
Ranave I <% All Networks (... <%, All Networks +

4 | Kl | |

| |
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10. On the Access Rule Destinations page, click Add.

B Microsolt Internet Security and Acceleration Server 2006

Ele Action Yew Heb
e OB @@ 2 DS
(5 et v T x|
) Monitor  Access Rule Destinations
jﬁwd This rule will apply to traffic sent from the ule souces to the destnations specified
'_) Vitualf in thes page.
< Net This nds apphes o laffic sen to these destinabons: From jstener | To
By Cac M sbs2008server (@) External
“3 Ade Add.. I
3 G -~
¥ Trouble < E_I M sbs2008server @ External
Hemor I 1%, All Networks (... <%, All Networks 1
< Back |_§aﬂ> I Cancel
4 | Kl | |
| | I

0]’%@3 9:22 AM

11. Expand Networks, Select the External Network. Click Add. Then click Close.

B Microsoft Internet

Security and Acceleration Server 2006

Ele Action Yew Hep.
e~ | BO@RE A0 .3
B F I (R o Ul New Access Rule Wizard ll
Lagjmo: Access Rule Destinations Firewall Policy
jﬁowd Thiz nule will apply to traffic sent lrom the ule souces to the destnations specified
in thes page.
o) Virtual ¥
T e i T —
Add Net k Entit X
<5 Net ' risnde to traffic sert to x bt lls X
& cx k entities:
“2 Ade d
0 cer low = Eae... Delete
¥ Trouble = L Networks
oz e
a <A Inkernal
w5 Local Host
<5 Quarantined YPN Chents
=) VPN Clents
5 [ Computers
[ Address Ranges
(23 Subnets
# 3 Doman Name Sets
Sl Het> (2 URL Sets
[# [ Computer Sets
4 | i | ‘ l |
| [Cass ] o | =
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12. The External Network Object is displayed in the list, Click Next.
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Efe Action Yew Hep
ERAC 1 IENOIO:
BT e pccossrutewaod
) Monitor  Access Rule Destinations
_»Sﬁowd This rule will apply to traffic sent fram the ule sowces to the destnations specified
- in thes page.
20 Virtual ¥
_g::: This e apphes to biaffic sent to these destinabons: ;’“m :’
“3 ade | @ Extemal [ Add. |
[ Ger
§ Trouble Edt. I M sbs2008server @ External
Remave I %, All Networks (... <%, All Networks 1
<Bock | MNew> | Conca |
4 | Kl | |
| | |

13. On the User Sets page, Leave the default ‘All Users’ and click Next.

B Microsoft Internet Security and Acceleration Server 2006

Ele Action Yiew Help.
e B@RE IO S
BT e accessRutewaard Y
= (g isaserver20
7] Moritor User Sets
_jm Yuucg\wdyﬁ\etdeloremmulmduwsﬂl,ywwwmuto
"" Vituslf spacific user sets.
=35 Configu
%;‘: This e appbes to requets fiom the following user sets ;"“m :
2 Ade A8 Users
[ Ger
§ Trouble M sbs2008server @ External
% All Natworks (... <%, All Networks 1
<Bock [ New> { Cancel |
4 | Kl | |
| | |
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14. On the next page you can review your Access Rule settings, and click Finish to add them to the firewall policy.

B Microsolt Internet Security and Acceleration Server 2006 =18] x|
He Acin Yew b !
co|OBERm 209 .3 s |
BT e accensruewaond
= '-a isaserver20
7 Moritor Completing the New Access Rule
T3 ﬁeuv:l sroseh: . Wizard
2 Vitualf |
< Net You have successfully completed the New Access Rule From fUstener | To
2 Cac Wizaid. The new Access Rule will have the following M sbs2008server (@) External
“2 Ade configuiation:
0 Ger :
§ Troubis M sbs2008server @ External
| .| e il sciad Pk i| % Al Networks (... <5, All Networks
Action
Alow
Traffic: ‘
HTTPHTTPS
Source;
Intemal b
Ll »
To close the weard, cick Finish ‘
<Bock [ Fwsh | Cance |
4 | Kl | |
| | I
dstort| & |3 Microsoft Internet Se... 6|2 @ szemm

15. Switching to the Firewall Policy view, you can see your rule is added at the top of the list. Click Apply to save
your changes to the Firewall Policy. Enter a comment in the change tracking description box, and click Apply.

When the changes are applied, Click OK.

B ricrosolt Internet Security and Acceleration Serveer 2006 18] x]
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Allowing FTP Access to your Internal Clients

To allow FTP Access for your internal clients you must create an FTP access rule. If you want to allow FTP uploads you

must further configure the rule as by default FTP rules are Read Only.

1.

From ISA Management, Right click the Firewall Policy and click New > Access Rule.

B Microsoft Internet Security and Acceleration Server 2006
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e+ O@EEREI DO
[ Microsoft Internet Security and Ac
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B Microsolt Internet Security and Acceleration Scrvm'ﬁ()b

In the New Access Rule Wizard, Enter a Name for your Rule. I will call my rule *SBS FTP Access Rule’.

Efe Action Yiew Hebp
= | @ @mlaloie
W New Access Rule Wizard
< isaserver2006
Lagj Moritoring Welcome to the New Access Rule Bieeas PoRcy
2 Firewal Pole Microsott Wizard
) wusti [EELIEUO o
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< Network rules define the action that is taken, and the protocols that Listener To
ray be used, when speciied chents from one network g
?i;’_:‘ attempt to access specific destinations or content on piemal @ Extomal
a o anothes natwork.
¥ Troubleshoo ths2008server @) External
Access nle name: tbs2008server @ External
= il Networks ... <%, All Networks 1
|SBSFTPAded
To continue, chick Next
o [ Nea> Cancel |
l/
4 | Kl | |
| | |

3. Set the Rule to Allow and click Next.
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4. On the Protocols page, click Add.
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B Microsolt Internet Security and Acceleration Server 2006

5. Then select FTP. Click Add. Then Click Close. FTP is now displayed in the list, click Next.
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Firewall Policy
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On the Access Rule Sources page, click Add.
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7. Expand Networks. Select the Internal Network. Click Add. Then click Close.
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8. The Internal network object is displayed in the list, Click Next.
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9. On the Access Rule Destinations page, click Add.
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10. Expand Networks, Select the External Network. Click Add. Then click Close
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11. The External Network Object is displayed in the list, Click Next.
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12. On the User Sets page, Leave the default ‘All Users’ and click Next.
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13. On the next page you can review your Access Rule settings, and click Finish to add them to the firewall policy.
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14. Switching to the Firewall Policy view, you can see your rule is added at the top of the list.

B Microsoft Internet Security and Acceleration Server 2006

Ele Action Yiew Hep
e~ 0@ 20
5 Mcrosoft Internet Securty and RTINS :
= ._a %Wm gi%seoc#%m Firewall Policy
E;m&z::uawh AN Applyl Discard I To save changes and update the configuration, dick Apply.
<5 Networks fr———
& Cache |/ Firewall Policy \
B Ovder + | Mame | Acton [ Protocels | FromUstener | To
¥ Troubleshooting G SBSFIP AccessRule 2 Alow L FTP s Internal @ External
e[z Inkernat Access Rule (ZJ Allow LA S Internal @ External
Biwres
2 [7s3 85 Server Web Traffic () Allow L_l‘}mw M <bs2008server () External
Ui nries
(4 S85 —DNS Out 2 llow B ons M sbszo08server @ External '
(7] Last Defauk rule © Deny £ A Traffic 5. All Networks (... S5 Al NatwkH
4 | | Kl | |
one I
dstort| & |5 Microsoft Internet Se... 6|2 @ o3 am

15. To allow FTP uploads, right click SBS FTP Access Rule, click *Configure FTP’ on the window that opens un-tick

the box for read only FTP and click OK.
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16. Click Apply to save your changes to the Firewall Policy. Enter a comment in the change tracking description
box, and click Apply. When the changes are applied, Click OK.
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Allowing Sending SMTP Email & Publishing SMTP Server

Right click the Firewall Policy and click New > Access Rule
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Name the rule SBS SMTP Outbound Access Rule, click Next.
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3. Set the rule to ‘allow’
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4. On the protocols page, click add, expand Mail, scroll down and select SMTP, click Add, then click Close.
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5. SMTP is now displayed in the list. Click Next.
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6. On the Source networks page Click Add, expand Computers, select the sbs2008server object, and click Add.

Click Close.
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7. Sbs2008server is now displayed in the list, click Next.
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On the destinations page click Add, expand networks and click External. Click Add, then click Close. The
external network object is now displayed in the list. Click Next.
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9. Accept the default ‘All Users’ on the user sets page, and click Next.
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10. Review your rule settings and click Finish.
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11. To allow your SBS Server to receive incoming email we need to create a Mail Server publishing rule. Right click

the Firewall Policy and click New > Mail server publishing rule.
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13. Choose server to server communication SMTP; NNTP and click Next.
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14. Tick the box for SMTP and click Next.
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15. Enter the ip address of our SBS Server — 192.168.80.5 and click Next.
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16. Put a tick in the box for External Network and click Next.

B Microsolt Internet Security and Acceleration Server 2006

Ele Action Yiew Hebp

A e - T
S
Ljnaosoﬁlnm =
il B o
La Z7 Moritor Select the netwock 1P addresses on the 154 Server that wil listen for requests Firewall Policy
intended for the publshed server.
L) Virtual §
a}:c:fmw wm&gmmm
& Cac Name | Selacted 1Ps -
“3 Ade M @ Extemal <Al IP addresses> m— -
B Ger O <internal <AlTP addresses> Ll VAT S
§ Trouble O <tocal Host <AlIP addresses> 4 sbs2008server @ External
O -5 Quarantined YPN Clients <Al IP addresses> =0 S el @ Externsl
a _WPNChents <Al IP addrassas>
:'I'I T Sy IR AN < dde e o = S Irternal @ External
M sbs2008server (@ External
Help about network ksteners
M sbs2008server (@ External
< All Networks (... <%, All Network
<pack | mext> | cawel |
4 | | Kl | |
| | |
& stort| & |3 Microsoft Internet Se... 6|2 2@ 100san

Page 46 of 127



SMALLBIZSENNEr

17. Review your rule settings and click Finish.
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18. You can now apply the changes to save your firewall policy.
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Creating a Web Listener for Web Publishing

1.

On the ISA Server we must create a new Web Listener — this will allow the ISA server to listen for requests
from the internet. Open up ISA Server Management. In the far right hand column click on *Toolbox’ then click

on ‘Network Objects’.
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2. Click on ‘New’ and select ‘Web Listener’
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3. The new web listener wizard starts, enter a name for your web listener, I am choosing ‘SBS Web Listener’ click
‘Next’
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4. Accept the default *Require SSL secured connections with clients’ and click ‘Next’
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5. On the Web Listener IP Address page, Select the External Network and Click ‘Next’
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6. On the 'Listener SSL Certificate’ click ‘Select Certificate’ there will only be one to choose from
‘remote.domain.com’ (this was installed into the local machine personal certificate store in Part 1 of this article,
if you do not have any certificates installed please go back and review the steps to accomplish this)
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7. When you have selected your certificate, click *Next’
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8. On the ‘Authentication Settings’ page choose HTML Form Authentication — leave the other settings untouched
and click *Next’

B Microsolt Internet Security and Acceleration Server 2006

Efe Action Yew Helb
=== Authentication Settings
‘;‘L'-‘af',‘"“' e Selact how chents vl authenticate 101SA Server, and how 1A Serves wil vabdate
- 3]|sasevver2m€ thew cradentials Firewall Policy
4:&’; Select how chiants vl provida credentiak to 1SA Server
£33 Configura |HTML Fom Authentication
< Netwe
2 Cache
3 Addw use the
() Gener Brotocols QJ
¥ Troublesh
Select how ISA Server wil valdate chent credenbials: lscrs %
 ‘Widows {Ackive Dscton) ¢ RADIUS QTP fpotet Types
€ LDAP (Active Dirsctay) € RSASeculd Schanis o
" RADIUS mk = 8
w v Edt Delate
Help about authenhication seltings L3 Networks
[ Network Sets
[ Computers
[ Address Ranges
(= Subnets
[ Computer Sets
[ URL Sets
¢Back Newt> CMJ {23 Domain Name Sets
—= [ Web Listeners
[ Server Farms
K E— ] K I L]
one f I
Q]Stutl é |5 Microsoft Internet Se... 9'5&)@ 10:16 AM

Page 53 of 127



SMALLBIZSEMNEN

9. On the Single Sign On page — enter Un-tick the box for Single Sign on and Click Next.
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10. Review your Web Listener Settings and click Finish to add them to the configuration.
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11. You can choose to apply your configuration now, or wait until after the next web listener has been created.
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Creating a Web Listener for CompanyWeb Publishing

The settings for the CompanyWeb Web listener are nearly identical to that of the SBS Web Listener. The quickest way

to create this is to use copy and paste.

1. Right click the SBS Web Listener, and Click Copy.
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2. Right click it again, and click Paste.
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3. Notice your new web listener named SBS Web Listener(1) Right click this Web Listener and click Properties.
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B Microsoft Internet Security and Acceleration Server 2006
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4. On the General Tab, you can rename this Web Listener — I am naming my listener SBS CompanyWeb Listener.
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6. You will see your new web listener in the toolbox. Click Apply to save these changes to your Firewall Policy.
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We can now create our first publishing rule.

1.
Publishing Rule’

In ISA Server Management, right click ‘Firewall Policy’ click ‘New’ and then Click ‘Exchange Web Client Access
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2. Name your rule, I am naming my rule —*SBS OWA Web Publishing Rule’ I am using the name OWA because
each different type of Web Access now requires a separate publishing rule, With Exchange 2003 you could use
one single rule.
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3. On the next page, choose Exchange 2007 from the drop down menu — then put a tick in the box for Outlook
Web Access — you will see all the other options are now grayed out.
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4. Click next and accept the default ‘Single Web Site’ Click Next
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5. Accept the default for SSL to connect to the published web server or server farm
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6. On the internal publishing details page, Enter ‘remote.smallbizco.com’ (where remote.smallbizco.com is your

public domain
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[} General \) (SAN) on the certificate bound on the Web ske that you are publishing,
¥ Troubleshoot
IF 1SA Server cannot resolve the internal site name, 154 Server can connect using the
computer name or 1P address of the server hosting the ste,
I Use a computer name o IP address to connect to the published server
1l Address Ranges
Computer name or 1P address: | Broyse s l ’m:
cpok [ o> | concel |
4 | | Kl |
|

- '*m'm-.nll Internet Security and Acceleration Server 2006

Ele Action Yew Heo
DI ] @[— l @ New Exchange Publishing Rule Wizard =
=== pyblic Name Details
Ej:_smsdlmnet& Speofyu-empnbkmnm(FQDN)u 1P address usars wil type to reach the
_vj Firewal Pokc, ‘
2 Virtual Private  ccepk requests for: {This domain name (type below):
= §r~ Configuratior S ;
Only requests for this public name or 1P address will be forwarded to the published site,
<4 Networks
2 Cache
2 Addins Pyblic name: emote, smalbzco.com
() General § WAY.Contos0.com
§ Troubleshoot @
ptwork Objects @
v Edt... Delete
i Networks
1l Network Sets
i Computers
1l Address Ranges
il Subnets
 Computer Sets
ll URL Sets
‘ 13 Domain Name Sets
7 Web Listeners
(7 565 CompanyWeb
< Back l Next > I Cancel I (30 585 Web Listener
i Server Farms
T E— | | i‘l
| | |
& start| @ |5 Microsoft Internet Se... 62 H@ s
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On the ‘select web listener’ page use the drop down menu to select the web listener we created earlier, and

click next.

ceeleration Server 2006

Ele Ad.im Yiew
’\f-w Exchange Publishing Rule Wizard
e~ BOE &

. Select Web Listener
IMcvosoi Internst
s mSe The Web kstenar specifies the IP addresses and port on which tha IS4 Server
saserys : computer istens for incoming Web requests,

T o |
4 Firewal Polcy
_:S Virtual Private Web kstener: .

External
Port(HTTP) Disabled
Port(HTTPS) 443 — ttwork Objects
Certificate remote. smalbizco.com o Ob

Authentication methodsFBA with AD | - Edt... Delete

i Networks
1l Network Sets
 Computers
1l Address Ranges
il Subnets
H Computer Sets
l URL Sets
' Ll Domain Name Sets
I/ Web Listeners

[ 565 Companyweb
<ok [ o> | comel | (380 585 Web Listener

1 Server Farms

4 | | Kl | |
I f |
& start| @ |5 Microsoft Internet Se... 6|2 @ 103

On the Authentication Delegation page — change the authentication method to ‘no authentication delegation

but client may authenticate directly’ and click next

B ricrosolt Internet Security and Acceleration Server 2006

Fle  Acion Yew Heb
New Exchange Publishing Rule Wizard
e~ BE &

ey Authentication Delegation
lMaosoi Internet
s mSe Authentication delegation is the method IS4 Server uses to suthenticate the
'”" s session & opens with the published site,

5nm|m'

=) Vitusl Private Sedact the mathod used by

er to authenticate to the published Web server:

- Description
- If the published Web server sts HTTP auth jon, 1SA Sarver wil pass the |

0 Genersl authentication request to the client 50 that the chent can respond to i, 15A Server doss jotent Jypes @
§ Troublashoot ok respond on beha¥ of the user, thedutes @

ptwork Objects ]

v Edt.., QDelete
l Networks
1l Network Sets
i Computers
1l Address Ranges
Ul Subnets
4 Computer Sets

i URL Sets
Help about authenkication deleqation ] Domain Name Sets
7 Web Listeners

(5 565 Companyweb
<ok [ o> | comel | (30 585 Web Listener

1 Server Farms

|

4 | | Kl | L'I
I ] |
& start| @ |5 Microsoft Internet Se... 6|28 103san

Page 64 of 127



9. On the User select ‘All Authenticated users, and click Remove. Click Add and select All Users, Click Add then

click Close.

= N!»rmw‘l lntrmrl Security de A

SMALLBIZSENNEr

Ble Action Yew Heo
m
———-——Irun!t User Sets
?M.oso" zunsse You can apply the rue to requests from 3l users. Or, you can imt access to
= = : specific user sets,
Z Firewal Poky
;z"‘“"";: This rule apples to requests from the following user sets:
T Foate Netmorie 8 | oo ®
Cache
) Genersl | tent Types ®
§ Troubleshoot ' Remove == @
e S— }
v Edt.., Delete
l Networks
1l Network Sets
Il Computers
U Address Ranges
ll Subnets
H Computer Sets
il URL Sets
Domain Name Sets
Web Listeners
(5 565 CompanyWeb
<ok [ o> | ool | | 55 5e5 web Lstener
Server Farms
K E— i i
| | |
& start| @ |5 Microsoft Internet Se... 6|28 103san

B M rosoft Internet Security and Aurlrmhmt Server 2006

.lll XI

Efe  Action Yiew Hebo 1
o O] T R
T Morosoft Imbemet e User Sets
You can apply the rus to requests from all users. Or, you can imt access to
= n.ansmverm speciic user sets, Firewall Policy
-4 Firewall Pokcy
<) Vitual Private  This rule applles to requests from the Following user sets:
=155 Configuratior - ;
o ks | frocas P
& Cache ‘ g, | @
«2 Addins anall 0 oo
0 ceneral e pntent Types @
il = 8
ptwork Objects @
v Edt.., Delete
i Networks
1l Network Sets
i Computers
1l Address Ranges
il Subnets
J Computer Sets
ll URL Sets
H Domain Name Sets
7 Web Listeners
(5 585 Companyweb
<hock | mets | comdl || 33 ces webstener
J Server Farms
4 | » 3
| | |
distart| @ |5 Microsoft Internet Se... 6|28 1wsan
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B Microsolt Internet Security and Acceleration Server 2006

Ele Action Yiew Helb
e~ |0\ g
[ Mcrosoft Internet 5e  USer Sets
i 3 Y the to requests from all . O, fimdt to
L"“aéjwm ;:é:u‘;zfym$nh r % From 2l users. Or, you can imit access i Py
2 Feowal ok IR ]
) Vitusl Privat hiz e spplles to requests from the following user sets: '
=155 Configuratior Usar sats: 4
< Networks
2, Cache [tew Edr... Deee
“3 Add-ns
B o g: Users
i Trolbletoot %, System and Network Service
J S B
Close I
4 | | Kl | -
| | |
Astort| & |5 Microsoft Internet Se... 6|28 1wsan
B Microsoft Internet Security and Acceleration Server 2006 M
B Acky e =
.o On o R
[ Mrosoft Internet Se.  USET Sets
. 3 You can apply the rus to requests from all users. Or, you can imt access to
72 Furewal Poky
;z"“d":::: This rule apples to requests from the Following user sets:
T 2 Neworks, [ Pausers [ edd. ]
2 Cache ‘
3 addirs gt |
() Genera - !
¥ Troubleshoot Remove I s @
E-Ti.. Objects @
v EdR... Delete
Networks
Network Sets
Computers
Address Ranges
Subnets
Computer Sets
URL Sets
Domain Name Sets
‘ Web Listeners
5 585 CompanyWeb
<tk | mee> | concel | | 3 seswebustener
4l Server Farms
K — 2l | —’ll
| | I
& stort| @ |5 Microsoft Internet Se... 6|2 2@ s
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You can apply the rue to requests from all users, Or, you can imt access bo

SMALLBIZSENNEr

&‘-agm speciic user sets.
4 Firewall Polcy
;z"“‘“x This rule apples to requests from the Following user sets:
. Networks | PhallUsees .L.l
% Cache
“J "
B Grae X
¥ Troubleshoot The
1 mmmwummmm,mmu
\ Users user set s selected for a rule, authentication is not performed. To
mmwummuwmmumumm
authenticate check box in the Web listener
Chick OK to continue, or Cancel to change your selection.
Cx ]  comn | etk set
[omputers
’ \ddress Ranges
: Subnets
Computer Sets
URL Sets
Domain Name Sets
Web Listeners
15 585 Companyweb
< fack l Next > I Cancel I (7 SBS Web Listener
i Server Farms
4 | _:]I‘l | |

|
QIstm] @

1 Mecrosoft Intemet Securt... || “€) Microsoft Internet Se...

you are happy with your rule.

B Microsolt Internet Security md M(rlrmlmu"c"rv ZUOb
Fle Action Yew Helo
New Exchange Publishing Rule Wizard
&= Bl &

Completing the New Exchange
Publishing Rule Wizard

You have successfuly completed the New Exchange
Publishing

J

|
0]5%@ 10:36 AM

10. Click Next to review your rule settings, you can also click to ‘Test Rule’ the rule at this point. Click Finish when

Publshing Rule Wizard, The new Exchange Rule
will have the following configuraticn:
Name: -~
SBS OWA Web ule
Type
Publsh 3 single Web ske.,
Connect the publshed Web server using HTTPS
Yes
Ske:
remote. smalbizco.com y i Networks
Kl | 3 Natwork Sets
. . i Computers
To dhose the wizard, dick Finish, [y Address Ranges
il Subnets
 Computer Sets
) l URL Sets
Domain Name Sets
= |7 Web Listeners
- (5 585 Companyweb
Test Rule <ok [ b | ool | | 55 565 wb Lstener
d) Server Farms
4 | 2 | LII
I | I
Astort| @ |5 Microsoft Internet Se... 6|28 106
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SMALLBIZSEMNEN

We! h Publnhmq Rule Test RE\ulli
Ble Action Yew H

x|

e~ @@ gl —@;F
e e ey =) my remote.smalbizco.com
= ‘_"5',““' | Betps:ffrermote, smalbizco, con:443/Exchange
= : hetps: frecote, smalbizco.com: 443/Exchweb]
?S "“*“"P‘:h Phtps: iremoze, smalbizco. com: 443]pubke/
= Virtual Private hitps:fjremote. smalbizco.com:443/OWAS
=155 Configuratior
<5 Networks
% Cache
2 Add-ins
[} General
¥ Troubleshoot
Test completed

1l Network Sets
AENERNENENNENENNNNNNNE AN | e

1 Address Ranges

The test successhully completed running on this ISA Server compoter,

H Computer Sets
[ URL Sets
Domain Name Sets
Web Listeners
=] || #9585 Companywed
(380 585 Web Listener
Server Farms

R I— K | ]
| | |
& stort| & |5 Microsoft Internet Se... 6|2 2@ 10w an

Efe  Action Yiew Hep
S CIEEIEIE E2oCF.
Firewall Policy
a;mﬁww“ A\ Apply Drscad| To save changes and update the configuration, dick Apply.
< Networks e —
S cute / TcwallPobicy | Taoibox \(Tads (e
B Genera Order = | peame | Action lP:obueds Protocols @]
§ Troubleshooting (3] 85 SMTP Server Publ.., (2 Allow 1) sMTP Serve | users g‘
7]z SBS SMTP Outbound A... (Z Allow L st Content Types Q_J
[¥]3 85 FTP Access Rule () Allow LiFe Schedules @
e[+ SBS Inkernat Access Rule () Allow %HTW Network Objects @
Linries New ~ Edt... Delete
| ajs 585 OWA Web Publishi... () Alow Ui HrTPS @ [ Netwerks Al
B [ie 585 Server Web Traffic () Alow Ul e b
U,'.HTTPS ¥ L Computers
- [ Address Ranges
M7 sws-owox  @aow  Blow B scbouts
7]Last Defauk rue Den L) A Traific | | B [ Computer Sets
L_] ’ G Y - [ URL Sets
=\ Web Listeners
gm(mom A
) 58S Web Listener
_-I—-I‘ _’J | I | LA Server Farms >
[bone | |
a_S!UQI é ngmuonhlntermtSe_ 0!‘%@ 10:38 AM
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Now we must open up a port on your internet router to allow traffic to reach your ISA Server. The port required is TCP
443 and this should go to the external IP of your ISA Server. From an external source you can now navigate to
https://remote.domain.com/owa to get to the OWA Site. If you are using a hon domain workstation you will be
prompted by a Certificate Warning which you will need to acknowledge before continuing on to the site. You will then
be shown the OWA Login page. You can now login using your email address and password to access your Mail Box.
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Creating a Web Publishing Rule For Microsoft Exchange Server 2007 Outlook Anywhere
(Outlook RPC /HTTPS)

1. To create a rule for Outlook Anywhere (Outlook RPC/HTTPS) Right click Firewall Policy click New . Exchange
Web Client Publishing Rule.

B Microsoft Internet Sec urity and Acceleration Server 2006
Fle Action Yew Help
e @ R@| 208 |
[ Mcrosoit Internet Security and
= (g isaserver2006 ot Se
? Monitoring eratio 0
7 vitualpn  Refresh
=% Configurs  Evpont Toolbox \{ Tasks \ Help
N o | tame | Action | rotocols e @)
Bt I " S L E T | = 2
) cene TSI cchuroe Web Clent Adcess Publishing Rule.., 2 SMTP | Content Types @
¥ Troblesh Tl Iy el Sorvec Publshing Ruk,.. Ll ere Schedules @
e gharePork Ske Publishing Rule. .,
Help nebmn.::ium li,;mw Network Objects 8|
T onWebServerProtocol Publishing Rule.,, [HTTPS | [New - Edt.. Delete
’_g-ﬂs fccess Rude.., A HTTPS @3t e
& (7]e 585 Server Web Traffic () Allow Uurre £3 Ll Notwork Sets
Piurmes ® [ Computers
= {3 Address Ranges
b7 POHE 0 @ aow Ll ons (23 Subnets
(7] Last Defauk rule © peny 12 Al Teaftic | | # [ Compoter Sets
[ URL Sets
= L web Listeners
17 585 Companyweb
(30 SBS Web Listener
[ Server Farms
Kl E— ] K I 3
[Creates a new item in this container, [ |
&stort| @ |5 Microsoft Internet Se... [T HE
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2. Name your rule, I am using the name SBS Outlook Anywhere Web Publishing Rule, click Next.

=18l x]
I !
¢ |
= Welcome to the New Exchange -
£ Microwoh:
= & Publishing Rule Wizard
¢ Reelerstion Sotver2us
This wizard helps you publish Web dient mall access on an /
Exchange server or server farm, Use thes option to publich Toolbox \{ Tagks e
Microsaft Outlook Web Access, Outiook Mal Access, Protocols Protocols @)
Outlook RPC over HTTP, or Exchange Active Sync. 1
L TP Servel | 1ycars @
b} smrp Content Types @
Exchange Publishing rule name: ‘ Ul Fre Schedules @ |
LA HTTP Network Objects @
| 585 Outlook Anywhere Web Publishing Rube] Eimrps b P
To conkinue, click Next, L’;'."""S # (3 Networks
DN e [ Network Sets
s [] = 3 coroutrs
[ Address Ranges
. ons (23 Subnets
0 Al Traffic ) ..:l Computer Sets
f [ wRL sets
‘ # [ ) Domain Name Sets
< Bock; | Next > I Cancel £ i web Listeners
| (5 585 Companyweb
(30 SBS Web Listener
[ Server Farms
4 | | Kl | |
| | I
ﬂstutl é |3 Microsoft Internet Se... 0!5%@ 11:18 AM

publish additional folders. Click Next.

3. Choose Exchange 2007 from the dropdown list. Select the Outlook Anywhere check box and also tick the box to

Q olen gity and A =18l x|
| New Exchange Publishing Rule Wizard 3 2(_‘ |
¢ Select Services ]
| Select the services that you are publishing on this mail server. - -
E = =
Exchange version: |Exchange 2007 |
Web dhent mall services: Toolbox \{ Tasks \{ Hein
I~ (Owlockseh Nﬂ‘ ::M; Protocols @]
) SMTP Serwve e
[ — |
V' Outlook Anywhere (RPCHTTR(s)) g
e Content Types @
[V Publsh addiional folders on the Exchange Server for Outiook 2007 chents| baere o @
-
T~ BB thckie rcess L HTTe Network Objects @
= Lﬁmws New ~ Edt... Delete
| 63} Exchenga AcivesSync L" e »
L HTTPS & (3 Network
i wrre 1 [ Network Sets
L}IHTTPS ) u Computers
[ Address Ranges
.l ons (22 Suboets
1 Al Teaffic | | @ [ Computer Sets
[ URL Sets
<pack [ o> | cocel | 8 a&‘:‘g""”
(30 SBS Web Listener
[ Server Farms
4 | | K | |
| | |
& start| @ |5 Microsoft Internet Se... 6|2 @ 9
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4. Click Next to accept the default ‘Publish Single Website or Load Balancer’

Q olen wity and 4 =181 x|
i New Exchange Publishing Rule Wizard N ’
¢ Publishing Type ]
= Select ¥ this rule will publsh a single Web site or external load balancer, a Web - -
E server Farm, or medtiphe Web stes.
o a mm£
unu:smwmommm,ummawmmmd Toolbox \{ Tasa i
v LJM Protocols @
about ) SMTP Serwve Users @
 Publish & server farm of load balanced Web servers il sre Content Types @
Uss this option to have ISA Server load bal quests batween 3 server farm pLFre Schedules gl
(mirrored servers), Li,:_HTTP Network Objects QJ
" VL HTTPS New v Edt... Delete
L L HTTPS ¥ 4 Networks
D HrTe & [ Network Sets
L?EHUPS & [ Computers
5 [ Address Ranges
1 ons (22 Suboets
13 Al Teaffic & 3 Computer Sets
(3 URL Sets
<Back ot > Cancel = 1 Web Listeners
| 154 565 Companyweb
(30 SBS Web Listener
[0 Server Farms
4 | | Kl | |
| | I
dstort| & |3 Microsoft Internet Se... 6|2 @ 9

5. Click Next to accept the default ‘Use SSL to connect to the published web Server’

o D D i J L Aﬂ—lx
New Exchange Publishing Rule Wizard k. ’
—4 Server Connection Security ]
-~ Choosa the typa of connections 154 Server will establish with the publshed Web - -
E Server or server o
GFﬁmmthwﬁmw —~ =
: =
n @5 |
15A Sarver wil connect to the published Web server or Toolbox \{Tasks \f Help
server farm using HTTPS (recommended), Protocols Protocols gi.l
1
. l{LSMTPSefw Users s
Use non-secured connections to connect the published L smre
Web server or server farm g Content Types Q;‘
Ul Fre Schedules @
&k:uﬂmﬂ:awwhm%mu LA 1Tt Network Objects @
server s
SRR akmtes | uew - Edt... peite
L L HTTPS # 3 Networks
O When publishing over SSL, an appr dy named SSL server certificate must be o | ¥
1) installed on the publshed server, or on each server in the server farm, e lebisptiing
L'LHTTPS # L Computers
= [ Address Ranges
1 ons (23 Subnets
abouwt gerver connection securty y A 8
Help 10 All Traffic & .._i Computer Sets
3 URL Sets
<Back |' ot > 'I Cancel 1 i web Listeners
| 154 565 Companyweb
«BSBSWabLstemv
[0 Server Farms
4] | | Kl | |

|
Qtsunl é
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6. On the internal site name page enter ‘remote.smallbizco.com’ (where remote.smallbizco.com is your public DNS
name) Click Next.

..... x
frcw Oxchonac Pubishing Rue wizard ] =
¢ Internal Publishing Details '
o Specfy the inkernal name of the Exchange site or server you are publshing. -
& L J

Internal ske name: | remote. smallbezco. comf
The internal site name is the name of the Web site you are publsh Internall NG,
Typicaly, ﬂkhmmﬂmmm“bmmmhmm Toolbox \§ Tasks \{ telp
i The internal site name must match the comenon o subject akernative name ry— Erotocels @)
‘ﬂ) (SAN) on the certificate bound on the Web ske that you are publishing. -~ by Users Q_J
il smre Content Types ®
Ul Fre Schedutes
1F 154 Server cannot rescive the internal site name, 154 Server can connact using the - @
computer name or TP address of the server hosting the ste, U HTTP Network Objects @
VL HTTPS New + Edt... Delete
I~ Use a computer name or IP address to connect to the published server L"nms ¥ 4 Networks
Paurre ] 0 Network sets
Computer name or IP address: | U#ans & L2 Computers
. [ Address Ranges
Lj,_DNS [l Subnets
1 Al Teaffic | | © (23 Computer Sets
[ uRL Sets
# () Domain Name Sets
<Back ot > = T Web Listeners
154 585 Companyweb
(30 585 Web Listener
[ Server Farms
4 | | Kl | |
I | |
& start| @ |5 Microsoft Internet Se... 6|28 n20m

7. On the public name details page enter ‘remote.smallbizco.com’ (where remote.smallbizco.com is your public
DNS name) Click Next.

a 0 D : and A alio . 2006 .l!l x|
fev Exchange Publishing Rule Wizard |
_4 Public Name Details '
o Specfy the public domain name (FQDN) or 1P addrass usars will type to reach the -
E publshed se. L J
ficcept requests for: | This domain name (type below): =l
Only requests for this public name or 1P address wil be forwarded to the published site. Tookox (TS NG
Public name: | remote. smalbizco, com LP:M Protacols @)
£ WA, CONtOS0.COM o oMIPSe Users Q_J
bl sre | Content Types ®
V) Fre Schedutes @
L HTTe Network Objects @
VL HTTPS New ~ Edt... Delete
L HTTPS ¥ 4 Networks
L HrTP B L Network Sets
L'%NTTPS # [ Computers
[ Address Ranges
L&DNS [ Subnets
‘ 0 Al Traffic ) .J Computer Sets
L URL Sets
# (23 Domain Name Sets
<pack [ ment> concel | & M9 YebLswaors
(50 585 CompanyWeb
(300 585 Web Listener
[ Server Farms
o | KT | B
I ] |
& start| @ |5 Microsoft Internet Se... 6|28 nam
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8. On the Web Listener page, select your SBS Web Listener from the drop down menu and click Next.

0 plen pity and A _|¢|x|
New Exchange Publishing Rule Wizard ’
¢ Select Web Listener I
= The Web lstener spacifies the 1P addresses and port on which the 1SA Server -
E computer kstens for ncoming Web requests, (B =l
Web lstener;
- £t | . .
Toolbox \{ Tasks \{ Heip
Listener properties: Toolbox
- New...
Prperty vam o e oo | [ protoco e
Description ) SMTP Serwve Users
Networks External iy @-J
Port(HTTP) Disabled 2 SMTP Content Types @
Port{HTTPS) 443 p— Schedules
Certificate remote, smalbizco,com HJ'FTP @
Authentication methods  FBA with AD | Lt HrTe Network Objects @
VAL HTTPS New + Edt.. Delete
L L HTTPS ¥ 4 Networks
b vrre 8 [ Network Sets
GEHTTPS # L Computers
5 3 [ Address Ranges
1 ons (22 Suboets
&“ Teaffic # [ Computer Sets
(3 URL Sets
# [ ) Domain Name Sets
<Back | ot > I Cancel = L Web Listeners
I (74 5B5 Companyweb
(300 585 Web Listener
[ Server Farms
< | g K I 2
| | I
& start| @ |5 Microsoft Internet Se... Q2@ n2am

9. On the authentication delegation page, select NTLM from the drop down menu. Click Next.

0 ol o by Arceleratio - L0k X
frcw Cchanae Pobiahing R wiard "‘“,
¢ Authentication Delegation '
= Authentication delegation is the method ISA Server uses to authenticate the -
E session k opens with the published site. | J
Sedect the method 154 Server to authenticats to the published Web server:
> Toolbox \{ Tasks \{ Hein
(r P - |Protocols | | protocols @)
I5A Server wil use NTUM authentication to authenticate the chent to the published Web L) SMTP Serve
'm.mmw&mmmwwwmm&fmn.ﬁ L___l_”e" @
the published Web server ks 115, then it must be configured to accept Integr Ll smre Content Types ®
Ul Fre Schedules @
L Hrre Network Objects @
L HTTPS New + EdR... Delete
L L HTTPS # 4 Networks
U vrTe # [ Natwork Sets
QEHTTPS ® .J Computers
(- Address Ranges
1 ons (23 Subnets
Help about authenticstion delegation At Trattc || (S Compter Sets
(3 URL Sets
% [J Domain Name Sets
<pack [ ment> Cancel 9 W AehLitenrk
15 585 Companyweb
(30 5B5 Web Listener
[0 Server Farms
4] | | Kl | |

lLBhﬂcmsdtMermtSe_

|
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10. Leave the default ‘All Authenticated Users’ and click Next.
I
] User Sets
. You can apply the rue to requasts from all users. Or, you can imit access to
E specific user sets.
g
This rule apphes to requests USar sets:
.4l Aghenticated Users add., | |
£t | Protocols Protocols @)
REmRvE I L‘JSM"’S«W L—-----——Ms e
il smre Content Types ®
PiFre Schedules @
Pd wre Network Objects @ |
QH"PS New v Edt... Delete
L HTTPS # [ Networks
e # [0 Natwork Sets
ﬁ%HTIPS # [ Computers
= [ Address Ranges
il ons (22 Subnets
4 Al Teaffic | | # (S Computer Sets
3 URL Sets
‘ # [ ) Domain Name Sets
<Back | ot > I Cancel 1 i wed Listeners
| 154 565 Companyweb
(30 585 Web Listener
[ Server Farms
4 | | Kl | |
| | I
dstort| & |5 Microsoft Internet Se... 6|2 nzan

11. Click Test Rule, to check your rule settings. Click Close when the test has finished.

Completing the New Exchange
Publishing Rule Wizard

You have successfully completed the New Exchange
Publshing Rule Wizard, The new Exchange Publishing Rule

will have the following configuration:
o @)
Name: - L SMTP Serve Users @
B85 Outlook Anywhere Wed Publishing Rule 1
3 ook ; i swre Content Types ®)
Publsh a single Web, . 1
& ookl b s HTTPS L) Fre Schedules @ |
", lg%rmp Network Objects @ |
remote. smalbizco.com _r'J VL HTTPS New ~ Edt... Delete
bl | d b HTTRS @ (3 Networks
To dose the wizard, cick Fiish. i vrTe ) o
i TIPS & [ Computers
- [ Address Ranges
1 ons (3 Subnets
¢ 3 All Teaffic | | [ Computer Sets
3 URL Sets
# [ Domain Name Sets
———rr o : Carcal =1 1 web Listeners
| 154 565 Companyweb
(50 SBS Web Listener
[0 Server Farms
KT — | Kl I o
| | I
ﬁstutl é IQWMS&. 0!‘%@ 11:22 A
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12. Click Finish when you are happy with your rule.

EE Web Publishing Rule Test Results i x|
f - - ; :

o.Jocal

2B rver2006, smalbizco .k
=@y remote. smalbizco,com

<
I BRtps:{jremate. smalbizco, com:443/rpc/

F hetps:ffremote, smalbizco.com: 443 ews|
hetps:ffremote. smalbizco, com: 443/AutoDiscover)
hetps:firemote, smalbizco, com: 443/0AB/
hetps:ffremote, smalbizco, com:443/unifiedmessaging/

I — =

Toolbox \{ Tasks \{ Hein

% Protocols @)
P SMTP Serve Users @
bl smrp Content Types @
L Fre Schedules @ |
L_'#mw Network Objects @
VL HTTPS v Edt...
o 04 New ~ Edt... Qelete
VL HTTPS # [ Networks
L LT LT T | R
e, Bl © @ s
The test succassfully completed runring on this I5A Server computer, == (23 Address Ranges
1 ons (22 Suboets
13 All Traffic & 3 Computer Sets
3 URL Sets
= # [ ) Domain Name Sets
= 1 Web Listeners
= (3 565 CompanyWeb
. sop | [_ o | ~ (33 585 Web Listener
[0 Server Farms
TR l N
| | I
ﬂtj é |3 Microsoft Internet Se... ois%@ 11:23 AM

13. Click Apply to accept these configuration changes.

B Microsoft Internet Security and Acceleration Server 2006

Ele  Action Yew Hep
e OERE A FXOO .S |
[ Mcrosoft Internet Security and Microsolt c:
=] n.a isaserver2006 K‘:m:‘%m Firewall Policy
e Searcard ESnon E
a ; m:::m:wu 741N Applyl Discard I To save changes and update the configuration, dick Apply.
<5 Networks [rom———
2 Cache / Firewall Policy \ Toolbox \{ Tasks \{ Helo
B Adds Order_~ | ame | Action | Protocols
) General & . 2 Erokocols @
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Creating a Web Publishing Rule For Microsoft Exchange Server 2007 Active sync

1. To create a rule for Exchange Active Sync Right click Firewall Policy click New . Exchange Web Client Publishing

Rule.
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2. Name your rule, I am using the name SBS Exchange Active Sync Web Publishing Rule, click Next.
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3. Choose Exchange 2007 from the dropdown list.
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B Microsoft Int

Select the Exchange Active Sync check box. Click Next.
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5. Click Next to accept the default ‘Publish Single Website or Load Balancer

- Microsoft Internet Security and Acceleration Server 2006

SMALLBIZSENNEr

I

BERiy x|
= | @ﬂ
t_j"ﬂ?sdllﬂ &bﬁfﬂnnku‘ubkhoww&maenundbadbduxu aweb
= gx 7?12_1’“*'2‘55 Firewall Policy
o Wity (° Publish a single Web site or load balancer]
=45 Conf Toolbox \{ Tasks \{ Heln
A Use this option to publish 3 single Web site, or to publish a boad balancer in front of
%' severdl servers, Protocols @
¢
34 Help about publihing  singe Web sk or oo balancer T N—
0« Content Types @
§ Trou € Publish a server farm of bad balanced Web servers Schedutes @ |
Use this option to have 154 Server load balance requasts between a server farm Network Objects ;QJ
(mirrored servers).
New v Edt... Delete
Help about publiching server Fartne B [ Networks
# 1 Network Sets
# [ Computers
[ Address Ranges
[ Subnets
4 |3 Computer Sets
3 URL Sets
# [ ) Domain Name Sets
= L Web Listeners
< l > I Cancel (5 565 Companyweb
fock i | (30 SBS Web Listener
[ Server Farms
4 | | Kl | |
| | I
dstort| & |3 Microsoft Internet Se... 6|2 @ n2san

6. Click Next to accept the default ‘Use SSL to connect ot he published web Server’

B Microsolt Internet Security and Acceleration Server 2006

change Publishing Rule Wizard

Server Connection Security
Choose the type of connections 1S4 Server wil establish with the published Web

W_O: fa_vei f_tm Firewall Policy
= Lise 551 to connect published Web server or =t \——
t;,, l L5 @ 7Y Toolbox \(Tasa \(He
154 Server wil connect to the published Web server or Hipes/ Protocols QJ
server farm using HTTPS (recommended). :
| Wes 0@
ontent T
" Usa non-secured connections to connect the published — + £ o QJ
Web server or server farm L'Lb D'- L& Schedules QI
o - < g Network Objects QJ
154 Server vl connect to server or
St published New ~ Edt... Delete
# [ Networks
# 1 Network Sets
{80 weheting er ot A approprabaly A S sarver OMGfcate it e H & [ Computers
installed on the published server, or on each server in the server farm (3 Address Ranges
(22 Subnets
# [ Computer Sets
Help about server connection security (23 wrL sets
- =1 1 web Listeners
< Back Next > Cancel | Qses
(30 SBS Web Listener
[ Server Farms
o | R Kl | |
| | I
Q,sg.q @ | Microsoft Internet Se... 6|2 2@ 1n2an

Page 79 of 127



SMALLBIZSENNEr

7. On the internal site name page enter ‘remote.domain.com’ (where remote.domain.com is your public DNS
name) Click Next.
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8. On the public name details page enter ‘remote.domain.com’ (where remote.domain.com is your public DNS
name) Click Next.
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9. On the Web Listener page, select your SBS Web Listener from the drop down menu. Take note of the Message

displayed regarding session timeout. Click Next

eleration Server 2006
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10. On the Authentication delegation page, select Basic from the drop down menu. Click Next.
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11. On the User select ‘All Authenticated users, and click Remove. Click Add and select All Users, Click Add then
click Close. Click Next. Acknowledge the Warning regarding authentication by clicking OK.
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B Microsolt Internet Security and Acceleration Server 2006
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12. Click Test Rule, to check your rule settings. Click Close when the test has finished.
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13. Click Finish when you are happy with your rule.
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14. Click Apply to accept these configuration changes.
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To configure your Outlook Client to connect to your SBS Server using Outlook Anywhere, follow the steps in the
following article :

http://www.smallbizserver.net/Articles/tabid/266/articleType/ArticleView/ArticleID/101/PagelD/146/Default.aspx

You can customize the ISA Server Forms displayed to your Outlook Web Access clients — this is a new feature of web
publishing rules with ISA Server 2006. An excellent guide to this can be found here:

http://blog.msfirewall.org.uk/2008/11/customising-isa-server-2006-html-forms.html

Page 86 of 127


http://www.smallbizserver.net/Articles/tabid/266/articleType/ArticleView/ArticleID/101/PageID/146/Default.aspx
http://blog.msfirewall.org.uk/2008/11/customising-isa-server-2006-html-forms.html

Creating a Web Publishing Rule For Remote Web Workplace

1.

Creating the RWW Publishing Rule. On your ISA Server open ISA Server Management Right click the Firewall

Policy and click New > Web Site Publishing Rule.
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Enter a name for your rule, I am calling my rule SBS Remote Web Workplace Web Publishing Rule, click Next.
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3. Set the rule to Allow, and click Next.
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4. Accept the default for publishing a single web site or load balancer and click Next.
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It to use SSL to connect to the published web server.

- Microsoft Internet Security and Accelerstion Server2006

L“PT—”"—“« Reply
4
« ] @r—l Q E Server Connection Security =
LjnaosoﬂutunetSecmt‘ Choose the type of connections [SA Server will establsh with the publshed Web
= L isaserver2006 server or server Fam,
1] Monitoring
j Pronali @ Sﬂ.mmtohp\wndwwwasuvu] . .
) virtusl Privete Net ik L.Cj @b Li o\
=155 Configuration hitps-// s
<4 Networks 15A Server will connect to the publishad Web sarver o ols ®
& Cache server farm usiog HTTPS (recommended). ——fa
3 Addirs _._—.ai
5B Seroed c - e
Use non-secured connections to connect the published 3
§ Troubleshooting Web server or server fam L-Z] D-. Li ples @
< hitps irk Objects (3
154 Server will connect to the published Web server or Delete
server farm using HTTP. fhoss
tworks
twork Sets
2 When publishing over SSL, an appropriately named SS5L server certficate must be | mputers
1 Wmhwm,umm”-whhmfm R
bnets
imputer Sets
Help about server connection security. L Sets
ymain Name Sets
B Listeners
J 565 Companyweb
<Bock Next cancel | J 585 web Listener
rver Farms
PR ' .
| | I
ﬂtj é |3 Microsoft Internet Se... 0!‘%@ 21088

On the internal site name page, enter ‘remote.smallbizco.com’ (where remote.smallbizco.com is your public

DNS name) and click next.
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computer name or IP address of the server hosting the site. ... Delete
tworks
™ Use a computer name or IP address to connect to the published server twork Sets
ymputers
Computer name or IP address: | Jdress Ranges
brets
imputer Sets
L Sets
ymain Name Sets
B Listeners
J 565 CompanyWeb
<gock Next > Cancel J 585 Web Listener
Irver Farms
4 | | K | L]I
i | |
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7. On the Path page, enter /remote/* and click next.

_w;__”_‘"_ teb New Web Publishing Rule Wizard
| Mcrosoft Internet Securit: Spacify the internal path and options of the pubished Web ske, You
3'-5"“""9'2@6 can publish the entire Web site, or I access to a specified Folder,
] Monitoring
4 Firewal Polkcy Enter the name of the file or folder you want . To include all fles and subfolders
) Virtual Private Net  within a folder use [*. Example: folder/*,
=55 Configuration
<3 Networks— path (optional): f remoter]
2 Cache
“3 Add-ins Based on your selection, the following Web site wil be published:
0 Generdl Web site: Fﬂmv,’rcmo.mﬁwcoxw’vme['
§ Troubleshooting
I™ Forward the orignal host header instead of the actual one specified in the Internal ske
name field on the previous page
ptworks
twork Sets
ymputers
Jdress Ranges
bnets
imputer Sets
L Sets
ymain Name Sets
B Listeners
J 565 CompanyWweb
<gack Next > cancel | J 585 web Listener
Irver Farms
4 | | Kl | _’]I

f

|
Q!sun] @

and click next.
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8. On the public name page, enter ‘remote.domain.com’ (where remote.domain.com is your public DNS name)

M ﬂﬂ_b New Web Publishing Rule Wizard
-5 g
) Mcrosoft Internet Securit: Spacify the publc domain name (FQON) or IP address users will type to reach the
= L isaserver2006 publshed sie,
7] Monitoring
Firewall Polcy ¥
émwm&ew Accept requests for: | This domain name (type betow):
=55 Configuration Ontly requests for this public name or IP address will be forwarded to the ske,
<A Networks
'3’ f\;’_‘; Publc name: | reenote. smallbizco, com|
) Generat Example: vww.contoso, com
¥ Troubleshooting path (optional): lhemote[‘
Based on your selections, requests sent to this ske (host header value) wil be accepted: it... Qelete
tworks
Ska: [ Tiremate smambaco comfreroctel™ twork Sets
ymputers
Jdress Ranges
brets
imputer Sets
L Sets
ymain Name Sets
* B Listeners
1 565 CompanyWeb
<gock [ Net> | cocel | D seSwebUstener
rver Farms
4 | | K | ﬂl
| | |
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9. On the Web Listener page, select the SBS Web Listener, and click Next.

BRI el i X
« -. l ' Q~m Select Web Listener
[ Microsoft Internet Sequrit: The Web listener specifies the 1P addresses and port on which the 15A Server
= ..a isaserver2006 compuker lstens For incoming ‘'Web requests.
7] Monitoring
-4 Fuewal Poky Web lstener:
) Virtual Private Net
=155 Configuration < Edt...
< Networks Listener propertiss:
% Cache ety TS = _"”_.I
“3 Add-s Description -
() Genera Networks External
¥ Troubleshooting Port(HTTP) Disabled Q
POr(HTTPS) 443 =
Certificate remote. smalbizco.com rk Objects @
Authentication methods FBA vith AD = ;"""“‘—_Jm Goibs
tworks
twork Sets
ymputers
Jdress Ranges
brets
imputer Sets
L Sets
ymain Name Sets
;bustenets
565 CompanyWeb
<gock [ met> | cConcel | 85 wieb Ustener
Irver Farms
PR P . a
| | I
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client may Authenticate directly, and click Next.
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10. On The Authentication Delegation page, use the drop down menu to select, No Authentication Delegation but

S sl sl sl vicb publshingRolewizard
-5 a
[ Mcrosoft Internet Sequrit: Authentication delegation is the method 1SA Server uses to authenticate the
«:._amm session R opens with the published sie.
7] Monitoring
£ Firewal Pokcy Select the method used by 15 Server to authenticate to the publshed Web server:
) Virtual Private Net
=55 Configuration
<5 Networks
% Cache - Description — 1
“3 Add-ins If the published Web server requests HTTP authentication, 15A Server will pass the
) Generat authentication requast to the client 5o that the dient can respond to &. ISA Server does ht Types @
§ Troubleshooting not respond on behalf of the user. ies ®
rk Objects ]
it... Delete
tworks
twork Sets
ymputers
Jdress Ranges
bnets
imputer Sets
Help about authentication deleqation Ls
ymain Name Sets
B Listeners
J 565 Companyweb
<gock [ Net> | Concel | 585 web Ustener
rver Farms
< | g K | _’JI
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11. On the user sets
user set, then click Add. Click Close. The All users user set is displayed in the list, click next.
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page, select ‘All Authenticated Users’, and click remove then click Add. Select the All Users

Bl B Bl b Publshiog Rule waard
LA TSI T p—
| Microsoft Internst Securit: You can apply the rule to requests from all usars, Or, you can imi access to
= isaserver2006 specific user sats,
] Mositoring
) Virtusl Private Nt This rule applies to requasts from the following user sets:
=5 Configuration
<4 Networks
2 Cache
“3 Add-ins
() Genera
¥ Troubleshooting
twork Sets
ymputers
Jdress Ranges
brets
puter Sets
L Sets
ymain Name Sets
;bwtmers
565 CompanyWeb
<gock [ Net> | Concel | D seswebustener
rver Farms
PR P , .
| ] |
& start| @ |5 Microsoft Internet Se... 6|2 @ 215

Ele  Acion Yew Hep

crOBEBE
[ Mcrosoft Internet Seasit:
= (g isaservar2006
1] Menitoring
2 Firewall Polkcy
220 Virtual Private Net
=155 Configuration
<4 Networks
& Cache
“3 Add-ins
[} Generad
¥ Troubleshooting
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New Web Publishing Rule Wizard

User Sets

You can apply the rule to requests from all usars, Or, you can mi access to
specific user sets,

Add Users

This rule apphes to requasts from the following user sets:

B, Al Authenticated Users
& Al Users
P; System and Network Service

/

o |

8.

s
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w telp New Web Publishing Rule Wizard
Yous can apply the rule to requests from all usars, Or, you can lmit access to
specific user sets,
] Monitoring -
4 Firewall Polcy
) Virtual Private Nt This rude apphes to requasts from the following user sets:
=155 Configuration Eﬂlbus L__Add.. |
< Networks
% Cache Edt... |
“3 Add-ins
[} General Remove
§ Troubleshooting ——l
twork Sets
imputers
Jdress Ranges
bnets
imputer Sets
L Sets
ymain Name Sets
B Listeners
'SGSCuwWeb
<gock | met> | cawel | P seswedustener
rver Farms
4 | | Kl 1 _’_]I
| | |
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12. Accept the warning regarding authentication by clicking OK.
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BTl Bl ., vich pubinbing e Wirard
RS A ——
| Mcrosoft Internet Securit: Yous can apply the rule to requests from all usars, Or, you can mi access to
= g isaserver2006 specific user sets,
1] Manitoring =
) Virtusl Private Nt This rule applies to requasts from the following user sets:
=-5% Configuration Al Users Add... |
< Networks
S e _ |
“2 Add-i 2
B s 31| he sypes
¥ Troubleshooting ) mmugnnarmmdfaunhmmlmm'“‘"“" ies
M Users user sat is selectad for a rule, auth fi To apply rk Objects &
mwumm&swwmmumuww R
authenticate check box in the Web listener Advanced Authentications diakig box. it... Delete
Click OF to continue, or Cancel to change your selsction,
Carcel jtwork Sets
o | s
" Jdress Ranges
s bnets
imputer Sets
L Sets
ymain Name Sets
B Listeners
J 565 CompanyWeb
<gock | mext> | coxcel | P seswedustener
Irver Farms
PR P : -

|
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13. Review your rule settings, click Test Rule to test your settings.
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Fle  Action Yew Hep

New Web Publishing Rule Wizard

&= BOE R
[ [ — Completing the New Web
& G isaserver2006 Mcrosoft Publishing Rule Wizard
3_2“““"‘“ e e
- : You have ed the New Web :
~Gistoatiti Rule Wi e e W Puhehing Rk wll v
=% Configuration following configuration:
_;.Notwaks
e  e——
565 Remote Web wmw Ruds it Types @
Ao pes @ |
Publizhing Type Objects -
Pubkch Sl Web ske. fkobjects @)
Connect the published Web server using HTTPS ... Qelete
Yes -
tworks
L' - jtwork Sets
To close the wizard, chck Finish, ymputers
Jdress Ranges
brets
ymputer Sets
L Sets
ymain Name Sats
/ ;o :
565 CompanyWeb
Test Rule <gock [ Fh | concel | D sBSwebUstener
Irver Farms
Wy ula | .
| | I
dstort| & |5 Microsoft Internet Se... 6|2 216m

tie Yew tip.
es D@ 2E [
- (=g remote. smallbeco.com
33 Mcrosoft Inbemet Securt (D https: jremote.smalibizco.com:443jremote/
1= isaserver2006
5] Monitoring
-4 Firewal Pokcy
) Virtual Private Net 1 .
=155 Configuration g ] y
< Networks  ols Q
2 Cache —JQ
“3 Add-ins
) Genersl ht Types )
§ Troubleshooting e @
rk Objects @
... Delete
Test completed works
twork Sets
NERNEENENENNENNNENNNNNRNEERENERN ...
The test successfully completed running on this ISA Server computer. = :::Rm
imputer Sets
L Sets
ymain Name Sets
B Listeners
a4 - :ses
SB5 Web Listener
a 2P Il :ﬂ?”: I | Jrver Farms
R I— I | ]
| | |
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14. Click Close, then click Finish to save your rule to the Firewall Policy. We will add the RPC rule before we save

our changes.
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er 2006

Wizard )_(j

M tieb. New Web Publishing Rule
e~ | AE R
(G Morosclt nteemet Secut Completing the New Web
& -G isaserver2006 Microsoft Publishing Rule Wizard
: I &
£5] Monktoring Pl e
j\ Virtual Private Net You have successfully completed the New Web Publishing ;
A ;CC ouration :zuewuad.mmwwmnwmmm ’ ; '
o 2 MQ culigu H
<. Networks tols [©]
IR——
Name: -
565 Remote Web Workplace Web Publishing Rue ht Types @
i = ©
Publizhing Type Objects i
Publish a single Web site, 1—-—-—_Q—J
Connect the published Web server using HTTPS ... Qelete
Yes ~|
tworks
'ﬂ - jtwork Sets
To close the wizard, chick Finish, jmputers
Jdress Ranges
brets
ymputer Sets
L Sets
/ ymain Name Sets
B Listeners
iSBSCquWeb
[ TestRue | <gock | Fesh | cocel | B seswebustener
Irver Farms
4 | _»_|| < | |
| | |
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Creating a Web Publishing Rule For Remote Web Workplace RPC Traffic

1.

Right click the Firewall policy and click New > Exchange Web Client Publishing rule>

B Microsoft Internet Security and Acceleration Server 2006
Ele  Action Yiew Help.
e OE RE A FXDEO.S
) Microscft Internst Security and Microsolt B
& @m K\c!cemet Sec ; TSE & 2006 Firewall Policy
A
= vituals | Refresh
<5 Net  rmooet.,,
'gof;: Edt System Polcy.,,  |EolEY
3 Gor MY o Wob Chnk ccess e
Wrrowe T Ml Server Publshing Ruke L) s ¢ ®
SharePaint Ske Publishing Rule. UJ srp @
Help Web Ske Publishing Rule - —
TTTT pon-Wab Sarver Protocol Publishing Rule LlFe @ |
(=] L_']‘ Access Rule, .. q’:‘mp gJ
Ui nries
| ads SB5 Remote Web Work... (2 Allow L HrTes =
alle 585 Exchange Active S... () Allow L nHTIes
a7 585 Owthook Anywhere. .. () Allow Blrres
a8 585 OWA Web Publshi.... () Allow Llnries
= (79 85 Server Web Traffic () Allow Blnrme
Ui res
(710 585 —DNS Out 2 Allow Ulons
[ 7] Last Defauk rule © Deny L) Al Traff v | —
‘I | _.J 1' l » ‘ -
[Creates a new em in this container, |

|
& start| @ |5 Microsoft Internet Se... 6|2 H@ 219m

Name your rule 'SBS RWW RPC Web Publishing Rule” and click Next

Welcome to the New Exchange
e _
Firewall Policy
This wizard heips you publish Web dient mall access on an b the configuration, dick Apply.
Exchange server or server farm, Use thes option to publsh
Microsoft Outlook Web Access, Outiook Mal Access,
Outlook RPC over HTTP, or Exchange Active Sync. Tooll Tasks \{ Relp
Exchange Publishing rule name: P SMTP S¢ Users @
3 e @
Isssnwwnpcwwkmnm n
e FTP @ |
To continue, click Next., l;'s:_ HTTP @]
U HTTPS
| HTTPS -
. U HTTPS
' I HTTPS
A HTTPS
ceo [ mea> | concel | L_J,}mw
A HrTPS
[#]10 585 — DNS Out & Alilow il ons
[ 7] Last Defauk rule © Deny L) Al Traff w " 5
4 | »jd | MO ra secvecEams -

|
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3. In the dropdown menu select Exchange 2007 and in the boxes below, select the box for *Outlook Anywhere’.

SMALLBIZSEMNES

Do not check the box for additional folders. Click Next.

B Microsolt Internet Security and Acceleration Server 2006 =18l
Fle  Action MA Help. =, |
PRSP . cxchonoe pubtshing ke wzard |
3 Mcrosoft Imamet Select Services
5 Gl isaserver2006 Select the services that you are publshing on this mal server, = 1 Pol
o~ rewa
7] Monitoring .
-4 Firewal Pol
) Virtual Priv.
= Exchange yersion: Exchange Server 2007 hd Apply
=55 Configurati = N
< Networ b clent mal services:
2 Cache Joolbox \{ Tasks \{ Helo
“2 Add-ire I~ ‘Oudhok '-,h_’(%
[} Genere 0325 QJ
¥ Troublesho oox Arywhiere (EF @
™ publish additional folders on the Exchange Server for Outlook 2007 chents EM!W @
r 4 . o
Cutiagk Motdle Azcess
Network Objects @]
I~ ‘Exchangs Activesyne v Edt... Delete
| Network Sets
[ Computers
|l Address Ranges
[l Subnets
[ Computer Sets
L URL Sets
I'—_"_] Cancel |1 Domain Naeme Sets
ek N> ' L Web Listeners
(0 585 CompanyWeb
7 Last Defauk rule O oeny Lla "j:] (7 585 Web Listener 7
< | R | | y 124 Server Farms =
I f |
ty_swel @ lgwmm&_ 0"@@ 22188

4. Accept the default for ‘single website or load balancer’ click next.

Efe  Action Miew Help
PRSI e cxchonoe Pubishing Rle wizard
= isaserver2006 i . 3 Web ste or exter er, 3 W
- Lag]mw'm server farm, or multiple Web sites. Firewall Policy
2 Firewall Pl - -
1 ;?‘wf P':i (o a Web site or load
<. Netwoe Use this option to publish & single Web site, or to publish & boad balancer in front of
4 Cache severdl servers, Jootbox \( Tasis \{ Rel
“2 Add-ire -
B Genere Help about pubishing 3 single Web site or load balancer toc @|
Troublesho
¥ " Publish a sarver farm of boad balanced Web servers Q;f
) ontent Types @
Use this option to have ISA Server load balance requasts between a server farm
(mirroced servers). : : QLJ
Network Objects ®
publiching server forms
Help about ~ Edt... Delete
L Networks -
L Network Sets
[ Computers
[l Address Ranges
| Subnets
[ Computer Sets
. URL Sets
I I ol |1 Domain Naeme Set:
ek et | Swebhstmets ’
7 585
7] Last Defauk rule Qoeny L) A Traif | gsesz ]
4 | | < | L 14 Server Farms 2
i | I
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5. Accept the default for ‘use SSL to connect to the published web server’ and click next.
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e Acion Yiew Help
PRSI v xchonoc Pobishn v wizord
mesm!mmm sewﬂhoﬁsehe of 1S4 Server will establish with the publshed Web
= ¢l the b onnections est, witl
g La}jmi:-): sevvev«sevz:fm;. o Firewall Policy
4 Firewall Pol - ™.
) Virtual Priv. @ ke ssito - 3 =
=55 Configurati Farm @. L—é
g 15A Server will connect to the published Web server o iy
?f\;: Farm sig HTTPS (recommended). loolbox \{ Tasis \{ Feb
(1) Genere QJ
¥ Troublesho (™ e non-secured connections to connect the published ®|
Web server or server farm e Qj
154 Server wil connect to the publshed Web server or : ]
server Farm using HTTP. Network Objects @
~ Edt... Delete
= | When publshing over SSL, an appropristely named SSL server certificate must be (3 Networks -
\l) installed on the publshed server, or on each server in the server Farm. 3¢ K Sets =
[ Computers
[ Address Ranges
Help about server connection security [ Subnets
[ Computer Sets
‘ [ URL Sets
I—l Cancel |3 Domain Naee Sets
St i | L Web Listeners
(54 585 CompanyWeb
(7] Last Defauk rule © Deny L) Al Traff v | 3 seswed -
< | | R4 | | ¥ 124 Server Farms =
| | I

6. On the internal site name page enter, ‘remote.smallbizco.com’ (where remote.smallbizco.com is your public

domain name) and click next.
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Ffe  Acion Yew Hep
oo o CETTITTIETTE———
(55 Fcrosott inbenet. blshing Detals
=) ._a%,;;;m Swdytheﬁemdm the Exchange site or server you are publishing. Ficewall Pilicy
oring y
-4 Firewal Pol
o) Virtual Priv. A n
S Configurati Internal ske name: | rermote. smatbizco.c
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& Cache  Typicaly, uunmmmmmwmmwmmm it Tass \( Felp
e Add-ne s The internal ste name must match the common or subject akernative name @
(3 Geners \l) (SAN) on the certificate bound on the Web site that you are publishing, = |
¥ Troublesho @
Eoﬂwtweo @
usnmm:mwmmm,mmmwmmm ’ @
computer name or IP address of the server hosting the )
I Use a computer name or IP address to connect to the published server Zite
(23 Netwerks a
Gomputer name or IP address: | Brovs j cnxmsas
| s
[l Address Ranges
[l Subnets
3 Computer Sets
. URL Sets
<Back Cancel |1 Domain Nace Sets
QY«‘ebmtzne:s
585 CompanyWeb
L7 Last Defauk rule O oeny L) Al Traff v gseswwm 7]
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7. On the public domain name enter ‘remote.domain.com’ (where remote.domain.com is your public domain

name) and click next.

- Mmo-mll lnh-mv-( Sn.uuty nnd A((rlctanoﬂ Server 2006 = ‘J.!.I.Jx
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PRSI cochonoe Pobishoa e wizort |
Q N Mt Specfy heo;::sdam { the
(_:.amwm t name (FQON) or IP address users will type to reach
e A il Pol
:—ﬂmam pubkshed ske. rewa oy
-4 Firewal Pol
I ;_ :’:"‘“"";; Accept requests for: [This domain name (type below): 2 [N
T L Networ Ol requests for this public name o TP address wil bs forwarded to the published ske.
B Cache Ibox \(Tasks \ Fels
“3 Add-re Pyblic name; | remoze. smalbizeo, com| = :
() Genere Example; www.conkoso. Dbk Q-J
§ Troublasho E’m ® |
ontent Types @
; ]
Network Objects ® |
~ Edt... Delete
[ Networks al
Ll Network Sets
[ Computers
| Address Ranges
[l Subnets
| Computer Sets
L URL Sets
<Back Next > Cancel l |1 Domain Naeme Sets
L Web Listeners
(70 sBs CompanyWeb |
?)Last Defauk rule Deny i lut:j;:j (53 585 Web Listener
| 14 Server Farms 2

4 | | Kl
I f |
& start| @ |5 Microsoft Internet Se... 6|2 22emm

8. On the web listener page, select your Exchange Web Listener and click next.
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& - | l ( New Exchange Publishing Rule Wizard '
[ Mcrosoft inbernet Select Web Listener
(.:._amm The Web listener specifies the IP addresses and port on which the ISA Server
= 5] Morkoring computer kstens for incoming Web requests. Firewall Policy
2 Feowatpl f
) Virtual Priv. Web fstensr: .
SR et [ —— . | [
< Netwoe i
2 Cache O EROP New... Tagks
“3 addre | Propenty [Valoe = | fooibox (Helo
() Genere Description toc QJ
¥ Troublesho Networks External 2
Port{HTTP) Disabled 4
Port{HTTPS) 443 = ontent Types @
Certificate remote. smalbizco.com @
Authentication methods  FBA with AD | : 2
Network Objects 9|
v Edt... Delete
[ Networks A
Ll Network Sets
[ Computers
[l Address Ranges
[l Subnets
| Computer Sets
L URL Sets
I l |1 Domain Nace Sets
< Cancel
fack tert> | L Web Listenars
(70 585 CompanyWeb |
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9. On the authentication delegation page, select ‘no delegation, but client may authenticate directly’ and click
next.
-Mmo-mll lnh-mv-( Sn.uuty nnd A((rlctanoﬂ Server 2006 = ‘J.!.I.Jx
e Acion Yew ueb :, |
PRSI <o Publshng e wird |
5 Morosait Iemet Authentication Delegation :
= L@ isaserver2006 Authentication delegation is the method ISA Server uses to authenticate the
£73 Moritoring sffwnzop«swuhmmushedm. Firewall Policy
& hek Apply.
lb(och.e = Joolbox \{ Tasks \{ Helo
oy 23| It publshed Wb server requests HTTP authentication, 1SA Server wl pass the @
0 Genere mmmhdutmm&ndutmrmml 15A Server does — =
¥ Troublesho not respond on behak of Q‘
ontent Types @
; ]
Network Objects ®|
v Edt... Delete
[ Networks al
Ll Network Sets
[ Computers
[ Address Ranges
[ Subnets
2uthentication delegation -
il | Computer Sets
L URL Sets
Cancel |1 Domain Naeme Sets
Sk i ' L Web Listeners
85 CompanyWeb
7] Last Defauk rule Deny LA lundf~| gseswwmm =
< | | 4 [ Sarver Farms =
| ] |
& start| @ |5 Microsoft Internet Se... 6|2 @ 227

10. On the user sets page, remove the ‘all authenticated users’ user set and add the ‘All Users’ user set and click

next.
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User Sets
You can apply the rule to requests from ol users, Or, you can imit access to

specific user sets.
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Ele Action Yew Hep.
| ( New Exchange Publishing Rule Wizard

This rude apples to requests from the following user sets:

Add Users B _’_CJ

User sets:

Firewall Policy

Iuew Edt... Delate

™ All Authenticated Users

Defauk rule

and Network Service

LA}
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11. Acknowledge the warning regarding authentication by clicking OK.
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| Computer Sets
[ URL Sets
Cancel | Domain Name Sets
Sk I iz | I L7 Web Listeners
(30 585 CompanyWeb
(7] Last Defauk rule O peny Ll anTraffw 3 ses Wbl =
4 | | Kl > [ ServecF -

|
Osun| @

1 Macrosoft intermet Securt... || %8 Microsoft Internet Se...

12. Review and test your rule settings and click Finish.
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| He Adton Vew beb

PRSI . c.chonoe pubishing e wiazord
(53 Merosaft Internet Completing the New Exchange
=g mm — N Publishing Rule Wizard
oring |,
gl Vo L
) Virtual Priv. You have successfully completed the New Exchange
=55 Configurati Publishing Rule Wizard, The new Exchange Publishing Rule
% Netwoe il have the foblowing configuration:
Cache

“2 Add-ire

() Genere
§ Troublasho i

Narne:
S85 RWW RPC Web Publishing Rule
Publiching Type
Publish a sngle Web ske.
Connect the published Web server using HTTPS
Yes
Ske:

:énnte.smebizco.com x
L! »

To dlose the wizard, chck Finish,

¢

2

Firewall Policy

l—l |1 Domain Nace Sets
Test Rule < Back Finish Soncel I (L Web Listeners

(7] Last Defauk rule © oeny !:‘_s!""j:l ggmm )
o [ | K1 | e -
| | I
& stort| & |3 Microsoft Internet Se... |2 H@ 20m

Page 102 of 127



SMALLBIZSEMNES

- Microsoft Internet Security and Acceleration Server 2006 = e =8| x|
PPRRPWORORNR . vt e Test esaks zJL—7
e omilEg | |
(75 Microsoft Inbernet =-my remote. smalbizco.com
https:{/remote. smalbizco.com: 44
= (g isaserver2006 2 hetps:/fremote com:443jrpe/ Firewall Policy
7] Monitoring
-4 Firewall Pol
o) Virtual Priv.
=55 Configurati Jok Apply.
<4 Netwoe
R Cache Tasks
3 Add-ine [oetbox (Help
[} Genere toc QJ
§ Troublasho ® |
ontent Types @
' @
Test compieted letwork Objects @)
v Edit... Delete
[ Networks -
[The test this 15A Server 7 2] | |- Network Sets
successfully completad running on cormputer. =] g i
[ Address Ranges
|l Subnets
| Computer Sets
L URL Sets
! =] | |3 Domain Naeme Sets
Son L Web Listeners
- Rop I Close H 50 585 Companywed il
(7 565 web Listener
o | K T SISt e Forme |
l ] |
& start| @ |5 Microsoft Internet Se... 6|28 20m

13.
click Move Dow

n.

B Microsoft Internet Security and Acceleration Server 2006

We will move this rule below the RWW Web Publishing Rule, right click the RWW RPC Web Publishing rule and

Ele Action Yiew Help
¢+ D@ REIDFXDO S »
[ Mcrosoft Internet Seaurity and
(:"ag‘:‘;:m Firewall Policy
oring
2 Firewal Polcy
& ';Z"wf P'::::Nam“ 741N Apﬂy' Discard I To save changes and update the configuration, dick Apply.
<5 Networks S —————
) Cache / Firewall Policy \
3’““': Ordes_~ | Name | Action | Protocois | o f Listane &
§ Troubleshooting [3]1 5BS SMTP Server Publishing Rule SMTP Server (3 Allow DJIsMIP Server (@ External
[7]2  5BS SMIP Outbound Access Rule 2 Allow B swre R sbs2008s01
[¥]3  SBSFTP Access Rule D Aow Lirfp S Intenal
= 7]4  SBS Internet Access Rule 2 Allow BT e Interndl
U_Imws
a6 g SBS RWW Web Publishing Rule (2 aow Delete 55 Web Li H
asl 585 Exchange Active Sync Web Publishing Rule (3 Allow Copy Web i
a8 SBS Outlook Anywhere Web Publshing Rule () Allow Expart Selected 85 Web Ui
a5l9  SBS OWA Web Publshing Rule & Ao InporttoSelected...  lsweb Ui |
= [7]10  SBS Server Web Traffic (2 alow Mave Dogn bs20085e¢
Move Up
[#]11  sBs-DNsOw 2 Allow D ~ ps2008ses w
4 | »jd Configure HTTP »f

Q!stut| @
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B Microsoft Internet Security and Acceleration Server 2006

Ele Acion Yew Hep
[ Mcrosoft Internet Seaurity and
= Lam Firewall Policy
4 Firewal Polcy
:;?;::?::TMWB 741N Applyl O»scadl To save changes and update the configuration, dick Apply.
<5 Networks jre—
% Cache fm\
_‘;m Order_~ | Name | Action | Protocols | From { Listsne
§ Troubleshooting [3]1 58S SMTP Server Publishing Rule SMTP Server (3 Allow DIsMIP Server (@ External
[7]z  sBS SMTP Outbound Access Rule 2 Allow Bl swre R sbs2008s01
[¥]3  SBSFTP Access Rule (D Aow VirFp . Irternal
= 7]4  SBS Internet Access Rule 2 Allow Bt S Internal
‘ L_'Imws
als 585 Rww wWeb Publishing Rule 2 Ao Blnies (50585 Web Ui H
2 585 Exchange Active Sync Web Publs
@85BS Outlook Anywhere Web PublshingRule (29 Allow Uines (Fs8s webui
all9 58S OWA Web Publshing Rule 2 Ao Blnies (Fdseswebl_|
= [7]10  SBS Server Web Traffic (2 Alow Vinre M <b:2008se¢
szmws
[#J11 sBS-DNSOu 2 Alow Plons gmm:fj
K | | K L
Done |
& start| @ |5 Microsoft Internet Se...

0155{)@ 2:32PM

14. We also need to make another small change to both the RWW rules we have created. Right click one of the
rules and go to properties.
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Ele Action Yiew Hep.
2 OB REILFXDOS + 9F
(3 Mcrosoft Internet Security and
= L isaserver2006 Firewall Policy
7] Monitoring
4 Firewall Polcy
) Virtual Private Networks ¥
£1-3A Configuration 74N Applyl D»scaudl To save changes and update the configuration, dick Apply.
<5 Networks [r——
% Cache / Firewall Policy \
'5”“*: Order_~ | Name | Action | Protocols | From / Listane
§ Troubleshooting [5]1 5BS SMTP Server Pubiishing Rule SMTP Server (3 Allow DIsMIP Server (@ External
[¥]2  5BS SMTP Outbound Access Rule 2 Allow B svre B <bs2008se1
[7]3  SBSFTP Access Rule (D Alow LirFp . Irternal
= 7]4  SBS Internet Access Rule 2 Allow l}%HTTP S Internal
binties
a6 SBSRWW RPC Web Publshing Rule Delete HTTPS FIses webLi H
@57 5B5 Exchange Active Sync Web PublshingF copy HTTPS (70585 Web Li
a8 5BS Outhook Anywhere Web PublshingRule  Eyport Selected HTTPS Jdses webli
@519 SBS OWA Web Publshing Rule Importto Selected.., [ wrpS (Fssswebu_|
= [7]10  SBS Server Web Traffic Mave Don HTTP M <bs20085¢
Move Lo HTTPS
[#]11  sBS-DNsOw i NS M sbs2008581 v
4 | | < Configure HTTP »
[Properties |

Page 104 of 127



SMALLBIZSENNEr

15. Go to the ‘To’ Tab.

Ble  Action Yew Hep
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[ Microsoft Internet Security and

€2 |OIE B0 J | e —

2

& G isaserver2006 Bidgng |  Uses | Link Teamsiation
33 Morkoring " o I Scation Selk Firewall Policy
4 Firewal Polcy Genesal | Acton | From T ™| Traffic | Listener | Public Name | Paths
) Virtusl Private Networks This nule appbes to this publshed ste: Gk Apgly
=52 Configuration ‘g ===0 i ’
< Networks = d X
S Cecm. Al P e
3 i € motiesolvable) Protocols | Erom / Listane
¥ Troubleshooting [ Browse... I I SMTP Server (@ External
i} smre M <bs2008se1
I~ Forward the orignal host header instead of the actual one (specified in
the Intemal ste name fiekd) i FTP <5 Internal
= Help about host headers E L HTTP <. Internal
. R JHTTPS !
: 15 l"nps
[ Speciy how the frewal prowes requests to the publkshed server: & 50585 Web U
|V HTTPS (543585 Web Li
(& Requasts appear to come from the ISA Server computer U HTTPS (70585 Web Ui
i
 Requests appeat to come from the original glent b s wn
‘ P HTTPS Gseswebl_|
[~ Help about request fonwarding I HTTP Sm
i‘mws
Teapde | [0k ] cexe | o |laows & sbs2000sei
a | | K T »f

B Microsolt Internet Security and Acceleration Server 2006

16. Select the radio button next to ‘requests appear to come from the original client’ then click Ok

Ele Action Yiew Help.
e~ 08 26 J |- aye—TT— 2]
Mcrosoft Internet Sequrity and
"3 fcaserver2006 Bidgng | Users | Schedde |  Link Translstion Firawall Piicy
£7] Moritoring Autheniication Delegation | Appication Seltings
2 Firewal Pokcy Genesal | Acton | From  To | Tratfic| Listener | Publc Name | Paths
) Virtual Private Networks This rule apphes to this publshed ste:
=145 Configur ¢
k_&wv::‘t — Iratmte,svmluzcawn
S Cew. A e R
9 4 € motiesolvable) Protocols |Fm[l.lsbu!h
§ Troubleshooting | Biowse., | J SMTP Server (@) External
i} smre M <bs2008se1
r Emdhmmmmddhwm(wwﬁedn
the Intemal ste name fiekd) i FTP . Internal
= Help about host headers Pt HTTR s Internal
*K"PS .
[- - Praxy requests to publiched ste: T ses web
o Specily how the frewal prowes requests to the pubkshed server: d
VI HTTPS (43585 Web Ui
" Requasts appear to Seiver computer VI HTTPS (7058 Web Ui
i
@ T cone on e oo P HTTPS ses web i
U HTTPS (Fdseswebl_|
= | Help sbout request forwarding 3 HTTP M <bs20085e¢
V) HTTPS
TestAue | oK Cocl | oob | |ons & 52000500y
ﬂ—l Ll ~1 T b'
Q;sun] @ |3 Microsoft Internet Se... 6|2 23em
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17. Repeat this process for the other rule. Right click the rule, go to properties.
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Ble Action Yew Hep
| Mcrosoft Internet Security and Microsolt 2 .
=) u.alsaserverm K‘gmnty& e Firewall Policy
?mul.:*y Saeard (e
iy ;z“u: ":;::MWB AN Applyl Discard I To save changes and update the configuration, dick Apply.
¥ <5 Networks fr———
2 Cache / Firewall Policy \
'j“““; Order_~ | Name | Action | Protocols | From f istane =
§ Troubleshooting 3] SBS SMTP Server Pubiishing Rule SMTP Server (3 Allow DIsMIP Server (@ External
[Tz sBS SMIP Outbound Access Rule 2 Allow B svre B <bs2008se1
[¥]3  SBSFTP Access Rule (D Aow VirFp S Internal
= [7]4  SBSInternet Access Rule 2 Allow Blurme < Internal
U_Imws .
@S SBS RWW Web Publishing Rule 2 Alow Plnties (0585 Web Ui H
3 SBS Exchange Active Sync Web Publishing
a8 SBS Outlock Anywhere Web PublshingRule () Allow BS Web Ui
@49 585 OWA Web Publshing Rule & Allow Export Selected 5 Web Ui
& (2]10 58S Server Web Traffic @ wiom _ ImporttoSelected...  loco0085es
Move Dowin
[#]11  sBS-DNSOu 2 alow Mave Up ibs2008ses v |
« | »jd | (RO g X
dstort| & |5 Microsoft Internet Se... @B HE 2sem

18. Go to the ‘To’ Tab.
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Ele Action Yew Hep
= | B@ @0 3| - prrEm———————— 2|
{2 Mcrosoft Internet Sequrity and :
&n.alsaserverm Bodgng I Users Schedue I Link Translation Firewall Policy
£7] Monitoring Authentication D elegat | Applcation Settings
2 Firewal Polcy Genesal | Action | From  To ™ | Traffic | Listener | Public Name | Paths
) Virtual Private Networks This rule appbes to this pubkshed ste-
=155 Configuration Cp =
<. Networks = . -
?i;h_:‘ / Computer name of IP address [requred if the intemal ste name iz diflerent ot
3 4 € motiesolvable) Protocols |me[l.isbunh
¥ Troubleshooting [ Browse... I I SMTP Server (@ External
.} smre M <bs2008se1
[V Forward the orignal host header instead of the actual one (speciied in
the Intemal ste name fiekd) i FTP < Internal
= Help about host headess Yt HTTP < Internal
- _Emws !
- Praxy requests to publshed
3 1
Specily how the frewal prowes requests to the pubkshed server: L HTTPS D ses webu
i JHTTPS | 70585 Web Ui
' Requasts appear to come fom the ISA Server computer P HTTPS (50985 Web Li
; !
- B ke rn the cigial ket VI HTTPS (743585 Web Ui
U HTTPS (50985 Web Li
—
B H*MW .'”"P !m
_Irmps
TewRde | [ ok ] ceed | o |laows & sbs2000sei
< | | G T »f
[Cone |

I
& stort| & |5 Microsoft Internet Se... 6|2 @ 23m
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19. Select the radio button next to ‘requests appear to come from the original client’ then click Ok
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Ele Action Yew Hep
e- 08 26 J |- ey — 2
() Mcrosoft Internet Seaurity and
E@mm Bodgng | Uses | Schedue | Link Translation = s
£ Monitoring Mmﬁcdimﬂm Apphcation Settings
4 Firewal Polcy Genesal | Action | From | Treatfic | Listener | Publc Name | Paths
2 Virtual Private Networks Iu.mmmumac
=55 Configuration ¢ _
x‘_xm — IIMe,wnab(zcown
S Cecm. Al P e -
3 i € motiesolvable) Protocols | Erom / Listane
§ Troubleshooting [ Browss.. l I SMTP Server (@) External
il smre B <bs2008ses
[V Forward the original host header instead of the actual one (specified in
the Intemal ste name fiekd) i FTP <5 Internal
& Help about host beaders Pt HTTR e Internal
PHTTPS A
Faw mamets ik e . _
Spechy how the frewall proias requests 1 the publshed server b G sas wes 1
|: JHTTPS |51 585 Web LI
" Requests appear to come Setver computer P HTTPS (0585 Web Ui
e 1 HTTPS (53585 web Ui
U HTTPS (Fdseswebu_|
[~ Help about request feewarding _Im]‘p Sm
) HTTPS
T [ i O T | S
.I | Ll 47 T »

dstort| & |5 Microsoft Internet Se... 6|2 @ 23%m

Ele  Action Yiew Hep
e~ | O@EREIAFTXDO 29 F
e ——
Sardard (6
) Virtual Private Networks ;
B35 Conf euo: er 741N Apply Dlscat\‘ll To save changes and update the configuration, dick Apply.
< Networks [re——
'b(m Firewall Policy
'_‘;g:: Order_~ | Name | Action | Protocois | From f istane =
§ Troubleshooting (3] SBS SMTP Server Pubiishing Rule SMTP Server () Allow DI sMIP Server (@ External
[7]2 5B SMTP Outbound Access Rule D Allow L svre & sbs2008501
[7]3  sBSFTP Access Rule (D Alow Lire . Irternal
= [7]4  SBSInternet Access Rule D Allow AL e Internal
lﬁmws A
ailS 585 RWW Web Publishing Rue 2 Alow BlnTies (50585 Web Li
| a6 5B5RWW RRC Web Publehing Rule 2 Alow LIHTTPS | )5BS WeblLl
a7 585 Exchange Active Sync Web Publishing Rule () Allow BlnTies (50585 Web Li
a8 SBS Outlock Anywhere Web PublchingRule () Allow VinTies Jdseswebu
all9  SBS OWA Web Publshing Rule 2 Alow BlnTies (GBS webu_|
= [7]10  SBS Server Web Traffic (2 Alow Vintme M <bs20085e
Ll*unps
[#J11  ses-DNsOu 2 Alow Pl ows M sbs20085e1 v
4 | | Kl | >

|
& stort| & |3 Microsoft Internet Se... Q|2 @ 2%m
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21. You can now apply your settings and from a remote computer access https://remote.smallbizco.com/remote to
access your Remote Web Workplace.
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Creating a Web Publishing Rule For CompanyWeb

To publish your CompanyWeb site, we must create a new Sharepoint Publishing Rule.

1. Right click the Firewall Policy, and click new > Sharepoint Publishing Rule.

B Microsoft Internet Security and Acceleration Server 2006
Ble Action Yew Hep
e O@ERE A0S |
| Mcrosoft Internet Security and
= “am Firewall Policy
oring
2 Vitual Pr
=55 Configur,
. Netw | Action | Protocals
585 SMTP Server Publshing Rule SMTP Server Allow SMTP Server External
'b(ach U.L‘
<2 Add- ssandiink | -
23 Gene [T  Gchanoe Web Clent Access Publshing Rule... ) Ao Q3 sure 1§ sbs2006ses
¥ Touled SEEE mmnwmmm Alow Ui . Internal
SharePont Site Publishing Rulé’
Allow Ulnrre < Internal
Help Web Site Publishing Rule. .. lgirmps
Nor-Web Server Protocol Publishing Rude...
asis Access Rule... Allow Vlnres (70585 Web Li
| aji6  sBSRWW RAC Web Publshing Rule 2 Allow Ll HrTPs (70585 Web Ui H
@57 585 Exchange Active Sync Web Publshing Rule () Allow Vlnries (70585 Web Li
248 585 Outlook Anywhere Web Publishing Rule (D niow Linres (50585 Web Li
9 SBS OWA Web Publshing Rule Allow Vlurips J 585 Web Li
)l 9 5
= 7]16  5BS Server Web Traffic 2 iow Lisme B sbs2008ser
L_ermps
[¥]11  sBS-DNSOW 2 Atow Uions 4 sbs2008se_|
[7]Last  Defouk nie O Deny L4J Al Traffic <&, All Network
-
4 | | Kl _'J'J
[Creates a new item in this container, [
& start| @ |5 Microsoft Internet Se... 6|2 @ 20m
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2. Enter a name for your rule, I am using SBS CompanyWeb Web Publishing Rule, click Next.

B Microsolt Internet Security and Acceleration Server 2006

Ble  Action Y R o il

Welcome to the SharePoint
Publishing Rule Wizard

Firewall Policy

To contines, dick Next,
[Uiwmies ;0585 Web LI
JAHTTPS (70985 Web L
LinTTes (50585 Web Li
L HTTes (70585 Web Li

LEnTTe K sbs2008se:
% ermps
< Batk, Next > Cancel | U ons M 520085
[7]Cast  Defouk rue © Deny

4 | | Kl | Lr'J
|
dstort| & |5 Microsoft Internet Se... 6|2 @ 2nm

3. Accept the default to publish a single web site or load balancer. Click Next.

B Microsolt Internet Security and Acceleration Server 2006

(= - New SharePoint Publishing Rule Wizard

& 5 [GIE  publsting Tpe

e Sedact § this rule wil publsh a single Web site or external load balancer, a Web
(53 Mcrosolt Inte server farm, or multiple Web stes.
= E«Mmi - i Firewall Policy
A Firewt (= Publish a sngla Web ske o load balancer]
L ; ;:: Use this option to publish a single Web site, or to publish a load balancer in front of
T several servers,
< Ne
P <t Help sbout publshing a single Web ske o load balancer
3 Ac
',’-'Lz " Publish & server farm of load balanced Web servers
. Use this option to have ISA Server load balance requests between a seryver farm
(mirrored servers),
Help about publishing server Farms
€ Publish mutiple Web skes
Use this option to publish more than one Web site, A new rule will be created for each
ske published,
Help sbout: publishing mukiple Web skes
Ll HrTes (70585 Web Li
LinTe ¥ <bs2008ser
L_‘limws
< Back > Cancel I Ud ons 4 <bs20085e_|
[7]Cast  Detouk rue © Deny £id Al vraffic <&, All Network
-
4 | | Kl | ;rJ

| I
& stort| & |5 Microsoft Internet Se... 6|2 HE 2am
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4. Change the setting to connect to the published web site using secure connections. And click Next.

- Microsoft Internet Security and Acceleration Server 2006

SMALLBIZSENNEr

T srcrom rubiohnoRolewaard
e - |@ﬁi Server Connection Security
————— Choose the type of connactions 15A Server will establish with the published Web
(53 Mcrosoft Inte server or server farm,
= “a m‘ Firewall Policy
(4
£ Firew: ‘:ESQNAMWMWWW”V«! B
) Virtusl et q_lj m@ —&
E1-3% Config 15A Server will connact to the pubdshed Web server or 4
<5 Ne server farm using HTTPS (recommendad). | Protocols | From f Listene 4|
&y Ce L} TP Server @ External
3 Ac
e O usam d cor to connect the published ‘ 3 ] smre ] sbs20085e4
¥ Troubl Web server or server fam _‘_’j "D// _& LiFte & Internal
1p
154 Server wil connect to the published Web server or Ul HrTe & Internal
server Farm using HTTP, v%mws
Ll HTTes (70585 Web Li
e ‘When publishing over 55, an appropeiately named SSL server certificate must be LHTTPS :
. | Mdedm&\eum;ew,uoneadwmuh&ewfm. fld (pJSBS WebU
Ll HTTes (70985 Web L
LinTTes <85 Web Li
Help abouk server connection securty 3 .o
L Hries (70585 Web Li
LixtTe H <bs2008ser
U:Frmps
< Back Next > Cancel [ﬂms M <bs20085ee_|
[7]Cast  Detodk rie £id Al vraffic <&, Al Network
-
K | | K| | _'I'J
| | I
& start| @ |5 Microsoft Internet Se... 6|2 @ 2em

5. On the internal site name page enter, ‘remote.domain.com’ (where remote.smallbizco.com is your public

domain name) and click next

B Microsolt Internet Security and Acceleration Server 2006

PRI St ot Pl role wieord |
Internal Publishing Details
Specify the internal name of the SharePont ste you are publshing,
‘ Firewall Policy
Internal ske name: | remote.smallbizco.com
o) Virtual
=135 Config The internal ske name Is the name of the Web site you are publishing as i
2 Ne Typicaly, ushmmmmmwhom:mmmw»m l""*“d‘ | From { Listene «
&y Ce C The internal site name must match the common or subject skernative name L} sM1p Server (@) External
3 A Q) (SN) on the certificate bound on the Web ste that you are publishing.
0 ce L) sure | sbs2008se1
¥ Troubl Uirte & Internal
IF 15A Server cannot resolve the internal site name, 15A Server can connect using the I
computer name or 1P address of the server hosting the site, x‘."‘"’ <& Internal
LTS
3
I Use & computer name or IP address to connect to the published server LdwTies (50 585 vieb L
|LEHrTRS () SBS Web U H
Computer name or IP address: | Srowse.s I VAHTIPS (70585 Web Li
LinTTes (50585 web Li
Ll uries (70585 Web Ui
iurte K sbs2008se1
U%mws
< Back Next > Cancel ‘31‘-’"5 M sbs2008ser_|
[7]Cast  Detfoudk rue L4 Al vraffic <&, All Network
-
4 | | K | >
i | I
stwt| @ |5 Microsoft Internet Se... u}}@@ 2:426M
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6. On the public domain name enter ‘remote.domain.com’ (where remote.domain.com is your public domain

name) and click next

SMALLBIZSENNEr

- Mbr_vo-_u'lll ln{cmnl Security and Acceleration Server 2006 — . |¢| x|
PO horcpoin Publshng Role wizard | |
& = EF  PublicName Details ]
m Sp«fym;;:bkdmnmnum(moﬂ)uwad&essumsﬂtypetormhﬂn
& Es‘ﬂmve: Firewall Policy
4 Frew  Acceptrequests for: | This domain name (type below): |
1 ;_:’::: Only requests for this public name or 1P address will be forwarded to the published site.
S Ne | Protocols | From f Ustene 4|
&y co Publcname: | remote. smallbezco. com| 1 5P s @ External
“2 Ac Example: www,contoso.com )
B G ’ U2 sre 4 sbs2008sed
¥ Troubl Uifte & Internal
Ul HTTe < Internal
ngmrps
LA (] (70585 Web Li
L. TIPS ()5BS Web Ul H
LA (] (740585 Web Li
LinrTes (50585 Web Li
‘ LA (] (70585 Web Li
Liurp B <bs2008ser
LJZrmPs
<Badk Net > concel | U ons M <bs20085e0_|
[TITast  Detodk rie © Deny Lid Al vraffic <, Al Network
4 | | Kl | L’J
| ] |
dstort| @ |13 Microsoft Internet Se... 6|2 @ 20m

7. On the Web Listener page, choose the SBS CompanyWeb Web Listener, and click Next.

B Microsolt Internet Security and Acceleration Server 2006

= =18] x|
e acton ¥ E— x| |
Select Web Listener '
The Web kstener spacifies the IP addresses and port on which the 1SA Server
computer listens for incoming Web requasts,
Firewall Policy
= > Edi...
=55 Config i - —J
< Ne propates I = New... I |Proto:ds |From[umm‘
e D Voke L) TP Server @) External
pedlag ukfn External <bs20085et
- Networl xter: Ul smre
0 e Port(HTTP) Disabled M 1
¥ Troubl Port(HTTPS) 987 = Uirte . Internal
Certficate remote, senalbizco,com
Authentication methods FBA with AD | BRuree <& Intemal
LTS
Ll urTes (70585 Web Ui
|LEHrTRS () SBS Web U H
Ll urTes (70585 Web Ui
LinTTes (50585 web Li
Ll uries (70585 Web Ui
lg%rmp K sbs2008se1
LAL
<pok [ wet> | ool | lpioms M <bs20085e_|
[TITast  Defadk e © Deny L4 Al vraffic <&, All Network
-
4 | | K | _b_rj
i | I
& start| @ |5 Microsoft Internet Se... 6|2 @ 24amm
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On the Authentication Delegation page, use the drop down menu and select NTLM Authentication, and click

Next.
- M}cm?«)ltr lnl_cmel Security and Acceleration Server 2006 e = |¢| x|
PR rcrom P ol wzard | |
¢ = [E)|F Authentication Delegation '
——————————— Authentication delegation Is the method ISA Server uses to authenticate the -
53 Mcrosoft Inte. ses5i00 Ik opens with the published site.
= il Firewall Policy
3}2‘?& Select the method used by ISA Server 3p authenticate to the publshed Web server:
220 Virtual
=155 Config A
SN . - Jprotocols | From fuistene 4l
& co [iaeapn 3
| 1A Server wil use NTLM authentication to authenticate the cient to the published Web L3 sM1P Server @ External
‘3 A | server, The published Web server must be configured to accept NTLM authentication, If ua
) Ge | the publshed Web server i I, then & must be configured to sccesk Integrated 2l smre 4 sbs2008se4
¥ Troub/ | autheritication, Uirte . Intemnal
\ Ll HTTe < Internal
lgzmrps
LA (] (70585 Web Li
L. TIPS ()5BS Web Ul H
LA (] (740585 Web Li
LinrTes (50585 Web Li
Help about guthentication delegation LA (] (70585 Web Li
Liurp B <bs2008ser
thmws
< Back Next > concl | [03ons M <b<20085eq_|
[T]Cast  Defok e © Deny L4 Al Traffic <&, All Network
YR R | KT | o

f |

I
& start| @ |5 Microsoft Internet Se... 6|2 24mm

In the Sharepoint AAM page, choose AAM has already been configured, and click Next.

= Microsoft Internet Security and Acceleration Server 2006

[ - I New SharePoint Publishing Rule Wizard

Alternate Access Mapping Configuration
For full integration and functionality, SharePacint Alternate Access Mapping must
be configured on tha SharePoint server,

4 Firewe  Until Akernate Access Mapping (AAM) s properly configured on the SharePoint server, limited
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10. Accept the default ‘All Authenticated Users’ and click Next.
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11. Clicking Test Rule to test your rule, will result in failure. We must change some more settings for this to work.

Click Close on the test results and click Finish to return to the firewall policy.
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12. Right click your SBS CompanyWeb Publishing rule, and click Properties.
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13. Go to the Bridging tab. Change the value 443 to 987 and click Apply. Now you can click Test Rule, and you will
see the tests complete successfully. Click Ok and click Apply to save your firewall configuration.
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W Microsoft Internet Security and Acceleration Server 2006 =181
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You will now be able to access the CompanyWeb site externally by navigating to https://remote.domain.com:987. You

—

1 Mcrosoft Internet Seui... |

6|8 240

will also be able to login to the CompanyWeb site by first entering the Remote Web Workplace.
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Configuring URL Redirection for Remote Web Workplace and CompanyWeb

When not using ISA Server, accessing https://remote.domain.com would automatically redirect you to the /remote
page and you would be prompted to login to the RWW. With ISA Server this does not work. Unless you enter the

specific path of the resource that is published, ISA will tell you to go away. Well, we don’t have to leave it that way and
we can use ISA to redirect us to the correct pages.

1. Make sure you have selected the rule in the firewall policy directly below your last web publishing rule, in the
example screen shot below this is the SBS FTP rule, depending on your rule order it may be something
different. It is important to make sure our redirection rules are below any other rule that is publishing a
resource.

2. Right click your RWW publishing rule, and click Copy.
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3. Right click a rule in the Firewall Policy and click Paste. You may need to adjust the positioning of this rule, you

can do this by right clicking it and clicking Move Up or Move Down as required.
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4. You will see the rule is named SBS Remote Web Workplace Web Publishing Rule(1) right click this rule, and

click properties.
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5. On the General tab we can rename the rule, I am calling my rule SBS Remote Web Workplace URL Redirect.
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6. Go to the action tab, and change the action from Allow, to Deny.

fill in the URL in the box — https://remote.smallbizco.com/remote
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Tick the box to Redirect HTTP requests, and
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7. Switch to the Paths tab.
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We need to edit the path that is used by this rule. Select the path in the list, and click Edit. Remote /remote/*
from the internal site name field and leave a single / (forward slash) click Ok. Click OK to close the rule
properties page.
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Your new URL redirection rule is now shown. Right click this rule and click copy, right click it again and click
Paste.
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10. Again the rule is displayed with (1) at the end. Right click this rule and go to properties.
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11. On the General tab, rename the rule. I am naming my rule SBS CompanyWeb URL redirect. Switch to the
Action tab.
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12. On the Action tab, change the URL to https://remote.smallbizco.com:987/ then switch to the paths tab.
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13. Select the path in the list, and click Edit.

B Microsolt Internet Security and Acceleration Server 2006
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14. You can leave the internal path as a single / (forward slash) but this time, under External path, click the radio

button next to ‘the following folder’ and in the box enter /companyweb then click Ok.

B Microsolt Internet Security
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L] Microsoft Internet Security and Acceleration Server 2006

15. Click OK to close the rule properties. And click Apply to save your changes to the Firewall Policy.
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You will now be able to navigate to the https://remote.domain.com page and be correctly redirected to the RWW login
page and also navigate to https://remote.domain.com/companyweb and be redirected to the CompanyWeb login page.
If the above does not work make sure your Deny rules are listed below the Web Publishing Rules. See screenshot:
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